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Preface

About This Book

Thank you for purchasing the DominoFastEthernet™ DA-350 Internetwork
Analyzer or DominoFE DA-362 Internetwork Analyzer. The DominoFE analyzers
are versatite, portable protocol analyzers that provide you with the ability to
maintain 10 Mbps or 100 Mbps Ethernet networks and test equipment in those
networks.

This book provides an overview of the DominoFE internetwork Analyzers and
presents information on using the DominoFE interface for analyzing and
transmitting network traffic on a Fast Ethernet network.

This book assumes that you are familiar with the basic terminology and
procedures for using Microsoft® Windows™ 98, Windows NT, or Windows 2000,
It also assumes that you have a basic understanding of personal computers,
computer networks, and network protocols.

Document Conventions

The DominoFE Interface Guide uses some special keyboard reference and text
converntions ag well as symbols to indicate tips, notes, and cautions.

Keyboard Conventions

Convention Description

Keys All key names are shown as they appear on the laptop
computer keyboard, for example, Ctrl, Esc, Pgip, and
PgDn.

Key Combinations Keystroke combinations and sequences are used o
and Sequences invoke commands or perform operations. Key
combinations are shown as Key+Key, for example,
Shift+F1, which means to hold down the Shift key while
pressing F1. Key sequences are shown as a comma-
separated series, for example, Alt, F, A, which means to
press and release each of these keys in order: first Alt,
then F, then A.

Arrow Keys The term “arrow keys” is the collective name for the Up

Arrow, Down Arrow, Left Arrow, and Right Arrow kays.
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Text Conventions
Convention Description
Text That You Type | Specific text that you are to type is shown in boldface.

For example, if the book says to type win you type the
lowercase letters “win.” What you type is always shown
in lowercase letters, unless it must be typed in
uppercase letters to work properly.

Filenames and
Directories

Filenames and directories are shown in uppercase. For
example, AUTOEXEC.BAT.

Nodenames and
Programming
Examples

Nodenames and programming exampies are shown in
Courier, a monospaced font, to more closely resemble
their on-screen appearance. For exampie:

Smith.John

Special Information

Convention Description
A tip conveys information on shortcuts or convenient
l | l ll procedures that are not required, but make tasks
easier.
A note conveys information, which if overicoked may
sericusly inconvenience you, but will not cause any

permanent or unrecoverable errors.

A caution message alerts you to the possibility of
damage 1o the instrument. In some cases it describes
the nature of the potential damage and provides
steps to avoid the problem.
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Related Publications

Documentation for operating the DominoFE internsiwork analyzers is provided in

the following publications:

Documentation

Description

DominoFE Interface

Provides detailed information about the DominoFE

{this manual)

Help internetwork analyzers, including context-sensitive
Help {available by pressing F1 or the Help button}
for dialog boxes and results windows. :

DominoFE Interface Provides safety, connection, and setup information

Guide for the DominoFE Intemetwork Analyzer. This

document is available in both a printed version and
in portable document format ((PDF) on the
installation CD-ROM.

The following Domino publications also provide operating information and are
available with the DominoFE analyzer packages:

Domino Getting Started

Introduces you to the Domino Internetwork Analyzer
and its user interface, and provides the information
that you need {o set up cne or more Dominos. This
document is available in both a printed version and
in portable document format {PDF) on the
installation CD-ROM.

Domino Operating Guide

Contains background information, procedures, and
exampies for using the Domino software. This
document is available in both a printed version and
in portabie document format ((PDF) onthe
installation CD-ROM.

DominoPLUS Instaflation
Guide

Contains information about installing the
DominoPLUS hardware, which is applicable for the
DominoFE DA-362 Internetwork Analyzer. This
document is available in both a printed version and
in portable document format ((PDF) on the
installation CO-ROM.

Domino Core Readme
Help

Provides the latest product information online,
including a description of known problems and their
workarounds when available.

vii
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Pomino Core Release Provides the latest product installation information,
Note and other fate-breaking information about the
Domino Core software and related products. This
document is available in hardcopy only.
Online Help Provides detailed information about the Domino
Core software, network interfaces, protocol
software, and applications.
Customer Support

if you have a guestion about the DominofFE Internetwork Analyzer, refer to this
manual, the online Help, the Release Note, or Readme Help.

To report a problem with Domino hardware or software, contact your local sales
office.

When reporiing a problem:

Be at your computer with the Domino analyzer running, and be prepared {o
provide the following information:

1.

2
3.
4

vill

The name and version number of the Domino software that you are using.
The type and serial number of the WWG hardware that you are using.
The type of network hardware that you are using.

The specifications of the computer that you are using, including:

* Make and model number

= Processor speed

+  Amount of installed BRAM

+  Available hard drive space

«  Operating system (Windows NT, Windows 98, or Windows 2000}
The exact wording of any messages that appeared on your screen.
What happened and what you were doing when the problem occurred.

““For information on products, services and support, training, and
“how to contact your local sales office, visit WWG@’s Web'site at:” - -

U wwwawg.eom o
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1. Introduction to the DominoFE Analyzer

This chapter provides an overview of the DominoFE Internetwork Analyzer
features, a description of the DominoFE analyzer components, and extensive
information about product safety, specifications, and the operational environment
for the analyzer.

1.1, DominoFE Analyzer Features

The DominoFE Internetwork Analyzer provides the capability for monitoring,
troubleshooting, emulation, and interconnect device testing on 10 or 100 Mbps
Ethernet networks.

Key features of the DominoFE analyzer include:

+  Fuli-duplex, full line-rate monitoting and real-ime analysis of Fast Ethernet
networks.

+  Muttiport synchronized analysis {with multiple Domino analyzers) for testing
network devices.

*  Full line-rate, reak-time filters and triggers for received network frames that
inciude network-level pattern matches for addressing and protocol filters.
Frames can be filtered by frame type, addressing type (MAC, IP, or IPX),
specific network addresses, and error condition. Custom filter setup is also
provided.

= WG Mentor interactive expert analysis support.

«  Link auto-negotiation status and testing, providing control of the DominoFE
analyzer's advertised capabilities and monitoring of the results of fink
negotation,

»  Full line-rate frame transmission (and faster), with a frame setup wizard for
Ethernet frame formats and addressing, including higher-level protocol
encapsulation options.

«  QOver 100 statistics, including graphical presentations of network utilization,
top station talkers, protocol distribution, frame rate, and frame size
distribution.
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1.2. DominoFE Analyzer Components

Two hardware models are available for the DominoFE Internetwork Analyzer:
+  DominoFastEthernet DA-350 Internetwork Analyzer
+  DominofFE DA-362 Internetwork Analyzer for DominoPLUS

1.2.1. DominoFastEthernet DA-350 Internetwork Analyzer

Your DominoFastEthernet DA-350 analyzer comes with the following required

equipment:

+« A DominoFasibthernet DA-350 Internetwork Analyzer hardware unit
(9316/01)

* A Domino-to-PC cable (K9123) for connecting the analyzer 1o a personal
computer

« A power cable, North American (K9139) or Curopean (K8140)

1.2.2. DominoFE DA-362 Internetwork Analyzer

Your DominoFE DA-362 analyzer comes with the following equipment:

* A DominoPLUS chassis (9316/04), which can be ordered with the following 7
medules pre-insialled: 100Base-T FD interface module (9305/90.71) and
155 Mbps Broadband Analyzer Module (9305/90.69) e

+« A Domino-to-PC cable (K9123) for connecting the analyzer {o a personal -
computer

* A power cable, North American (K2139) or European (K9140)
*  DominoFE LED overlay (9316/90.31)
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1.3. Important Safety Instructions

The DominoFE Internetwork Analyzer utilizes and connects to a variety of
electrical energy levels and must therefore be operated by trained, qualified
personnel to avoid property damage, serious injury, or death. To ensure this
level of proficiency, operating personnel must:

-

Read fully and understand the Domino Gefling Started guide, the DominofFE
interface Guide, and the DominoPLUS Instailation Guide (for the DA-362
analyzer model) before aftempting to connect this equipment to any
electrical power source.

* Be designated as a qualified user by their employer.

»  The DominoFastEthernet DA-350 Internetwork Analyzer has no
serviceable parts.

+  Both models of the DominoFE analyzer must be used only for their
intended purpose.

1.3.1. Power Supply

I\

The DominoFE analyzers have an internal autoranging power supply that
automatically adjusts to input voltage within the range 100-240 volts AC.

The DominoFE analyzers do not have a power onfoff switch. The IEC AC power
inlet must remain readily accessible.

The device has universal input and accepts an input range of 100 to 240 VAC
50/60 HZ, 150 VA. Do not connect the unit to a power source that exceeds
the voltage rating of the unit.

1-3
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1.3.2.

1.3.3.

14

Safety Class

The DominoFE analyzers (BN 9318/01 or BN 9316/04) meet the following safety
specifications:

= CAN/CSA No. C22.2 1010.1-92

« UL 311141
*+  EN-61010-1
s IEC-1010-1

For additional safety information, see the Domino Getling Started guide and the
DominoPLUS Installation Guide (for the DA-362 analyzer),

CE Mark Conformity

The DominofE analyzers conform with the requirements of the European EMC
Directive (89/336/EEC) as amended by Directive 92/31/EEC and 93/68/EEC.

The following European standards apply:

+ ENBS 022 (1994) (CISPR 22): Limits and methods of measurement of
radio disturbance characteristics of information Technology Equipment.

*  EN 50 082-1: Electromagnetic Compatibility - Generic Immunity Standard
part 1: Residential, commercial, and light industry.

In addition, this instrument complies with the requirements of the Low Voltage
Directive (73/23/EEC) as amended by Directive 93/88/EEC, applying one of the
following European standards:

+« ENB1010-1 (IEC1010-1): Safety reguiations for electrical measuring, control
and laboratory instruments: Part 1: general requirements.

= EN 950 (IEC 950): Safety of Information technology equipment, including
electrical office machines.

The EC Declaration of Conformity is issued by:

Wandel and Goltermann Lid.
Burrington Way

Plymouth

Devon PLS 3LZ

Great Britain
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1.3.3.1. Radiated and Line Conducted Emissions to EN 55 022

The DominoFastEthernet DA-350 Internetwork Analyzer and the DominoFE DA-
362 Internetwork Analyzer meet the following classifications for radiated and line

conducted emissions:

Analyzer EN 55022 - EN 55 022 - Line
Radiated Conducted
Emissions Emissions
Dominolastithermnet DA-350 Class B Class B
DominoPLUS DA-360 Class B Class B
Chassis
DominoFE DA-362 Class B Class B

1.3.3.2. Equipment Used in Compliance Testing

Both hardware models of the DominoFE analyzers have been tested for CE
Mark conformity using the corresponding equipment described below.

DominoFastEthernet DA-350 Internetwork Analyzer

The following equipment was used in compliance testing for the

DominoFastEthernet DA-350 Internetwork Analyzer:

= DominoFE DA-350 Internetwork Analyzer, BN 9316/01, Part number 9316-

0100.006

* laptop: IBM Thinkpad, Type 2620-20F, S/N 78-AN432, with associated
power supply P/N 84(G2098, S/N 9408103047. FCC ID: ANO2620CS

The following accessories were used for compliance testing the
DominoFastEthernet DA-350 analyzer:

BN Number Part Number Equipment Description

Ko13g 9314-8537.002 110v power cabie for North America
Ka140 9314-8538.001 220v power cable for Europe
K123 9314-8520.006 0.45 m PC-to-Domino cable

1-5
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»  EMC compliance was achieved with the above support equipment. If any
other support equipment is used, compliance is not guaranteed.

«  DominoFasttthemet DA-350 analyzer series A and forward is CE Mark

compliant.

DominoFE DA-362 Internetwork Analyzer

The following equiprment was used in compliance testing for the DominoFE DA-
362 Internetwork Analyzer:

+  DominoPLUS chassis, BN 9316/04, S/N G0029
= 100Base-T FD interface module, BN 9305/90.71, S/N N0023
= 155 Mbps Broadband Analyzer Module, BN 9305/90.69, S/N AV0010

« laptop: 1BM 380ED Thinkpad, §/N 78-YD921, with associated power
supply P/N 85G6709, S/N J1371298489

The following accessories were used for compliance testing the DominoFE DA-

362 analyzer:

BN Number Part Number Equipment Description

Kg9139 9314-8537.002 110v power cable for North America
K9140 9314-8538.001 220v power cable for Europe
Ko123 9314-8520.008 0.45 m PC-to-Domino cable

none 9315-5913.004 Ferrite kit

none none Category 5 STP cable

s EMC compliance was achieved with the above support equipment. I any
other support equipment is used, compliance is not guaranteed.

«  Category 5 STP cabling with an installed ferrite kit (WG Part No. 9315~
5813.004) is required to maintain CE Mark compliance.
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1.3.4. Clearance Requirements

The DominoFE analyzers are forced-air cooled. Both sides of the case have
ventilation openings fo increase air flow. The analyzer clearance requirements
are shown in the foliowing table: '

DominoFE Analyzer Area Clearance

Top No clearance required.

Bottom .8 cm {.25 in) provided by the feet.
Back 10 cm {4 in) for cable connections.
Sides 2.5¢cm{1in).

1.4. EMC Information

No regularly scheduled maintenance is necessary to ensure EMC compliance.

1.5. Environmental Specifications

The DominoFE analyzers are subject to the environmental specifications
provided in the following table:

Condition Specification
installation category Transient Overvoltage Category Il
Pollution Degree 2

Operating Temperature | +5 to 40°C

Storage and Transport | -20 to +80°C

Temperature
Air Humidity Up to 30°C, relative humidity 20-80%; over
: 30°C, absolute humidity: =25 g/m; no
guarantee for continuous operation in a warm,
damp environment.
Altitude Up to 2000 M (6562 ft)

1.7



Introduction to the DominoFE Analyzer DominoFE Interface Guide

1.6. Cleaning the DominoFE Analyzer

To clean the outside of the DominoFE analyzers, wipe the external surface with
a dry cloth to remove dust. For more extensive cleaning, use a damp cloth
moistened with a mild detergent solution. Do not use any abrasive cleaners or
allow any liquid to enter the ventilation openings.

1-8
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2. Getting Started

This chapter will help you get up and running quickly with your DominoFE
internetwork Analyzer. The chapter provides an overview of the minimum steps
to set up the DominoFE analyzer and start monitoring or fransmitting network
traffic.

2.1. Inspect the Parts

The components that are shipped with your order depend upon the model of
DominoFE analyzer that you have ordered.

2.1.1. DominoFastEthernet DA-350 Internetwork Analyzer

The DominoFastEthernet DA-350 analyzer consists of the following parts:
+ A DominoFastEthemet interinetwork Analyzer hardware unit (2316/01)

= A Domino-to-PC cable (K9123) for connecting the analyzer to a personal
computer

« A power cable, North American (K9139) or European (K9140)

+«  CD-ROM disks that contain the installation software, online Help, and
portable document formats (.PDF) of the Domino publications

*= Domino Core Release Note

= Domino Getting Started

*  Domino Operating Guide

e DominoFE Interface Guide (this manual)
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2.1.2.

2.2,

2-2

DominoFE DA-362 Internetwork Analyzer

If you have ordered a new DominoFE DA-362 Internetwork Analyzer with the
100Base-T FD interface module and 155 Mbps Broadband Analyzer Module,
then the interface hardware is pre-installed in the DominoPLUS chassis.

The DominoFE DA-362 analyzer consists of the foliowing parts:

* A DominoPLUS chassis (8316/04) optionally pre-installed with the following
modules:

+ 100Base-T FD Interface Module (8305/90.71)
+ 155 Mbps Broadhand Analyzer Module (BAM) (9305/90.69)

* A Domino-to-PC cable (K9123) for connecting the analyzer ic a personal
computer

* A power cable, North American (K9139) or European (K3140)

+  CD-ROM disks that contain the installation software, online Help, and
portable document formats (.PDF) of the Domino publications

+  DominoFE LED Overlay (9316/80.31)

+  Domino Core Release Note

= Domino Getting Siarted

e Domino Operating Guide

¢ DominoFE Interface Guide {this manual)
*  DominoPLUS Instalfation Guide

Read the Release Notes and Readme Help

The Domino Core Release Note and Readme Help file contain the latest product
information. Read the release notes and the README.HLP prior to operating
your DominoFE analyzer for any special requirements or exceptions that may
affect your equipment, including the latest installation information.

There may be more than one release note and Readme file for the WWG
preducts that you have ordered.
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2.3. Install the Software

The DominoFE analyzer software is part of the Domino Core sofiware package,
and automatically installs with the Domino Core software. General information
about installing and uninstalling the Domino Core software can be found in the
Domino Getting Started guide.

For the latest information about requirements and operating the Domino Core
software and the DominoFE interface software, see the Domino Core Release
Note and Readme file.

2.4. Set Up the Domino Hardware

The amount of hardware setup required for your DominoFE analyzer depends on
the model of analyzer that you purchased and any optional equipment that you
might have ordered or be adding to your configuration. i

The basic Domino hardware configuration consists of the following equipment:

+  One Domino analyzer, such as the DominoFastEthernet DA-350 analyzer or
DominoFE DA-362 analyzer

= A computer (standard PC or notebook). The Domino Core software and
analyzer software that provides the user interface is installed on the
computer,

+« A network interface connection

Additionat configurations support stacks of multiple Domino analyzer units and a
printer connection (Figure 2-1).
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Notebook Computer

DominoFasiEthernet

3\
to Network Device

Figure 2-1. A basic Demino analyzer hardware configuration (shown with
DominoFastEthernet DA-350 analyzer)

The DominoFE DA-362 analyzer consists of a DominoPLUS chassis with the
following modules installed (Figure 2-2):

*  Top slot—100Base-T FD interface module
+  Bottom slot—155 Mbps Broadband Analzyer Module (BAM).

if you ordered a new DominoFE DA-362 analyzer, then the interface module and
BAM are pre-installed for you.

if you ordered a DominoPLUS chassis and are using existing modules from your
DA-30®C analyzer, then you will need to instali the hardware modules into the

DominoPLUS rear panel. For detailed instructions on removing and installing the
moduies for the DominoPLUS chassis, see the DominoPLUS Instaliation Guide.
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intedface

BAM

Figure 2-2. DominoFE DA-362 Analyzer hardware configuration

Additional References

For detailed instructions on connecting the DominoFE analyzers to your
computer and connecting to muitiple Domino analyzers see the following related
publications:

»  Domino Getting Started guide—"Setting Up a Domino System” chapter.
«  DominoPLUS Instalfation Guide

For information about the minimum personal computer configuration required for
operating the DominoFE analyzer and Domino Core software, see the Domino
Core Release Note.

2.5. Connect the Network Cables

Network interface cabling is not included with your DominoFE analyzer package.
To connect the DominoFastizthernet DA-350 or DominofFE DA-362 analyzers to
the network, you can use a standard Category 5 UTP or STP cable ora
Category 5 cross-over cable.

Required Cabling for CE Mark Compliance

«  To maintain CE Mark compliance for both modets of the DominoFE
analyzers, Category 5 STP cable should be used.

+  Forthe DominoFE DA-362 analyzer, a Category 5 STP cable should be
used with an instafled WG Ferrite Kit (Part No. 9315-5913.0086).

For detailed information about connecting the DominoFE analyzers to the
network, see the "Connecting to the Network” chapter.
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Power Up the Analyzer and Display the Workbench

When you power up the DominoFE analyzer, the system performs a self-test and
starts the system software. After the Microsoft Windows operating system starts,
the Workbench screen (Figure 2-3) appears. If it does not, choose the Domino
icon in the Start-Up group to open the Workbench screen.

From the Workbench, you can access all functions of the Domino Core software,
the DominoFE analyzer software, and additional analysis applications.

Wa in ilemetwmk Analyzer
el Biats Hel 00
Analpzess Present
[ Gigabit Ethernet Satup il

¥ FastEthesnet

ioc;a\g

i

Figure 2-3. Domino Workbench screen with DominoGigabit and DominoFE analyzers
installed

For more information about starting Domino and using the Workbench screen,

see the Domino Getting Started guide.

Configure the Network Interface (optional)

The DominoFE analyzer interface is pre-configured for the TX MDI Emulate
connection mode, in which the analyzer is set up to transmit and receive network
traffic. As long as you have connected the DominoFE analyzer to the network as
an MDl-emuiating device {not as a pass-through monitor), then you can use the
default analyzer interface configuration to begin monitoring network traffic.

If the DominoFE analyzer is connected for pass-through monitoring and you
need to set up a different connection mode, or change other interface options,
you can follow the basic procedure below to set up the DominoFE analyzer.
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To configure the network interface:

1. From the Workbench screen (Figure 2-3), choose the Setup bufton next to
the FastEthernet interface that you want to set up.

2. From the Fast Ethernet Main Setup dialog box (Figure 2-4}, you can disabie
NWay AutoNegotiation, select the Connection mode, or choose a
command button to make changes to other setup options.

iFast Ethemet Main Setup B

s Connpotion - s ~Interface Parameters -y

i !:7 Wlay ARubolegotiation
17 Monitor

L8 TH Bewlate HIT

S CITE Emadate MBIX

(O MIT Hmulate

Figure 2-4. Fast Ethernet Main Setup dialog box

3. To set up advanced options, including the Protocol Stack or RAM/Disk
Capture, choose the Advanced button.

4. From the Fast Ethernet Main Setup dialog box, choose OK.

For more detailed information on customizing the network interface setup, such
as using filters or triggers, or setting up the advertised link capabilities, see the
other related chapters of this guide.

For more information about sefting up the advanced Domino Core software
options, see the Domino Operating Guide and the Domino Core online Help.
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2.8. Monitor Network Traffic

You can run the pre-defined Monitor application from the Workbench to quickly
begin analyzing netwark traffic on the network with minimal, if any, network
interface setup required.

To monitor network traffic:

1. From the Workbench screen (Figure 2-3), choose the Monitor button.

The Monitor application starts using the Workbench setup options and the
Network Status window and Events are displayed.

2. From the Monitor screen you can display other results windows including
network and error statistics, or if you are in an emulate connection mode,
you can set up the interface to transmit frames.

FFor more information about analyzing and transmitting network iraffic, see the
other related chapters in this guide.

2.9. Set Up Applications

The DominoFE analyzer provides the Capture, Monitor, Examine, and Transmit
applications from the Workbench. The Capture, Monitor, and Transmit
applications allow you to quickly access the real-time environment for
transmitting and analyzing network traffic. You can only set up and transmit
network traffic by running an application. However, you cannot transmit traffic
using the Examine application.

You can modify the DominoFE interface setup for an application either before
running the application, or from within real-time when you are running the
application. A restart of the application is required for the interface setup
changes to take effect from within real-time.

For more information about capturing, monitoring, and examining network traffic,
see Chapter 8, “Analyzing Network Traffic and Status.” For detailed information
on the Domino analyzer applications, see the Domino Operating Guide.
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2.10.

2.11.

Analyze Network Traffic

Real-Time Analysis

With the DominoFE analyzer, you can run applications such as Monitor and
Capture to perform real-time analysis on the network. Real-time analysis aliows
you to view network traffic and statistics as they are being captured by the
DominoFE analyzer, You can access the Domino real-time environment by using
the pre-defined applications such as Monitor or Capture.

Post-Capture Analysis

You can also save traffic captured from the network and perform post-capture
analysis using Examine. Examine does not provide the capability to review
network data as it is being captured from the network.

View the Results

The DominoFE interface provides a number of statistics windows and status
windows from which you can analyze network status and traffic in the real-time
environment. Some windows, such as the Network Status and Events windows,
are automatically displayed when you run Monitor or Capture. Other results
windows, such as the Histograph, are available from the menu bar or toolbar in
the real-time environment.

Frame Summary, Protocol Summary, and Mexadecimal Trace windows in the
Examine application provide a detailed view of the content of your captured
network traffic.

You can use all of the resuits windows along with the front panel LED indicators
1o obtain a comprehensive view of your network status and traffic.

For more information about the DominoFE interface results windows, see
Section 9.8, “Viewing Network Traffic and Statistics” in Chapter 9 of this guide.
You can obtain specific information about a particular results window while you
have it opened by pressing F1 to access the extensive Help for the Domino Core
and DominoFE software.
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3. Connecting to the Network

This chapter provides detailed instructions about connecting your DominoFE
analyzer to the network, including descriptions of the front and rear panels of the
DominoFE analyzer.

3.1. Rear Panel Connectors

The DominoFastEthernet DA-350 and DominoFE DA-362 analyzers vary slightly
in their rear panel configurations, but both models provide the same basic
functionality in their port connections.

3.1.1. DominoFastEthernet DA-350 Analyzer Rear Panel Connectors
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Figure 3-1. DominoFastEthernet DA-350 anatyzer rear panel

The DominoFastEthermnet DA-350 analyzer (Figure 3-1) and DominoFE DA-362
analyzer {Figure 3-2) provide the following ports for device connection:

Ml
This 40-pin Media independent Interface (MIl) port is used for Mil-
compliant network transceiver connections. The Mil port is used o
connect the analyzer to various types of media, such as fiber,
Category 3 UTP, and 150-Ohm STP.

Port2

MDIX

This RJ-45 port is used with two- or four-pair Category 5 UTP cabling
to connect the DominoFastEthernet analyzer to the network according
to the 100Base-TX |IEEE specification (EIA/TIA-SP2840A).

In Monitor mode, Port 2 and Port 1 are configured as siraight-through
connections.

31
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In Tx MDEX Emulate mode, Port 2 functions as a Media Dependent
Interface Crossed-Over (MDIX) port. An MDIX port incorporates the
cross-over wiring necessary for connecting the transmit pins of one
MDI to the receive pins of another MDI, and vice versa. The MDIX port
is configured with Pins 1 and 2 used for receiving data and Pins 3 and
6 used for transmitting data.

Port 1
MbH

This RJ-45 port is used with two- or four-pair Category 5 UTP cabling
to connect the DominoFastEthernet analyzer to the network according
to the 100Base-TX IEEE specification (EIA/TIA-SP2840A}.

In Monitor mode, Port 1 and Port 2 are configured as straight-through
connections.

In Tx MDI Emulate mode, Port 1 functions as a Media Dependent
interface (MD1) port. An MDI port is configured with Pins 1 and 2 used
for transmitting data and Pins 3 and 6 used for receiving data.

Printer Port

The printer port enables you to connect the DominoFastEthernet
analyzer to a second Domino analyzer in the stack using a Domino-to-
Domino cable (K8127), or to a printer using a Domino-to-Printer cable
(K9125).

PC Host Port

The PC host port enables you to connect the DominoFastEthernet
analyzer to the parallel port on your notebook computer using a
Domino-to-PC cable (K9123 or K8137), or to another Domino analyzer
in a stack, using a Domino-to-Domino cable (K8127).

Trig In

The external trigger input port is a 2.5 mm. audio jack that accepis a
TTL pulse, which causes the DominoFE analyzer to begin data
capture. (This port is not in use on the DA-362 analyzer).

Trig Out

The external trigger output port is a 2.5 mm. audio jack that produces a
TTL pulse that you can use to synchronize with other equipment. (This
port is not in use on the DA-362 analyzer).

AC Power

The DominoFastEthernet analyzer can be operated from line voltages
ranging from 100 to 240 Volis A.C.(x 10%), at frequencies ranging
from 50 to 60 Hz. with an input current rating of 1.5 amperes, and a
maximum power rating of 150 VA,
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3.1.2. DominoFE DA-362 Analyzer Rear Panel Connectors

Interface
Module

EiTl E!is 5135‘ @
< ]
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Figure 3-2. DominoFE DA-362 analyzer rear panel

3.1.2.1. DominoPLUS Chassis Connectors

The following standard port connections are provided on the rear panei of the
DominoPLUS chassis (Figure 3-2):

Printer Port

The printer port enables you to connect the DominoFE analyzer to a
second Domino analyzer in the stack using a Domino-to-Domino cable
{K9127), or to a printer using a Domino-to-Printer cable (K9125).

PC Host Port

The PC host port enables you to connect the DominoFE analyzer to
the paraliel port on your notebook computer using a Domino-{o-PC
cable (K123 or K9137), or to another Domino analyzer in a stack,
using a Domino-to-Domino cable (K9127}.

Trig In

The Trig In port on the DominoPLUS chassis is not implemented on
the DominoFE DA-362 analyzer. The Trigger In function is provided by
the Trig In port on the 155 Mbps BAM.
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Trig Cut

The Trig Out port on the DominoPLUS chassis is not implemented on
the DominoFE DA-362 analyzer. The Trigger Out function is provided
by the Trig Cut port on the 155 Mbps BAM.

AC Power

The analyzer has an internal AC switching power supply that
automatically adjusts to input voltage within the range from 100 volts
AC to 240 volts AC 50/60 HZ,

3.1.2.2. 100Base-T FD Interface Module Connectors
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Figure 3-3. 100Base-T F1) Interface Module (8N 9305/90.71)—nhorizontal orientation for

DA-362 analyzer

The following pott connections are provided on the 100Base-T FD interface
module {Figure 3-3):

Port 1
MDI

Port 2
MDIX

This RJ-45 port is used with two- or four-pair Category 5 UTP cabling
1o connect the DominoFE analyzer to the network according to the
100Base-TX IEEE specification (EIA/TIA-SP2840A).

In Monitor mode, Port 1 and Port 2 are configured as straight-through
connections.

In Tx MDI Emulate mode, Port 1 functions as a Media Dependent
Interface (MD1) port. An MDI port is configured with Pins 1 and 2 used
for fransmitting data and Pins 3 and 6 used for receiving data.

This RJ-45 port is used with two- or four-pair Category 5 UTP cabling
to connect the DominoFE analyzer to the network according to the
100Base-TX IEEE specification (EIA/TIA-SP28404A).

in Monitor mode, Port 2 and Port 1 are configured as straight-through
connections.
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in Tx MDIX Emulate mode, Port 2 functions as a Media Dependent
Interface Crossed-Over (MDIX) port. An MDIX port incorporates the
cross-over wiring necessary for connecting the transmit pins of one
MDI to the receive pins of another MDI, and vice versa. The MDIX port
is configured with Pins 1 and 2 used for receiving data and Pins 3 and
6 used for transmitting data.

Mil
This 40-pin Media Independent interface (Mil) port is used for Mil-
compliant network transceiver connections. The Ml port is used to

connect the analyzer to various types of media, such as fiber,
Category 3 UTP, and 180-Chm STP.

3.1.2.3. 155 Mbps BAM Connectors

The following port connections are provided on the 155 Mbps Broadband
Analyzer Module {Figure 3-2)

Trig In

The exiernal trigger input port is a 2.5 mm. audio jack that accepts a

TTL pulse, which causes the DominoFE anaiyzer to begin data
capture,

The Trig In port on the DominoPLUS chassis is not implemented on
the DominoFE DA-362 analyzer.

Trig Out
The external trigger output port is a 2.5 mm. audio jack that produces a
TTL pulse that you can use to synchronize with other equipment.

The Trig QOut port on the BominoPLUS chassis is not implemented on
the DominoFE DA-362 anaiyzer.

3.2. Front Panel LED Indicators

The LED indicators that appear on the front panel! of the DominoFE analyzer

{Figure 3-4) provide you with a quick way to assess the status of your analyzer's
network links.
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3.2.1.

36

DominoFastEthernet DA-350 Analyzer Front Panel
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Figure 3-4. DominoFastEthernet DA-350 analyzer front panet

The front panel of the DominoFastEthernet DA-350 analyzer displays the
following information:

Power

Indicates that the DominoFE analyzer is connected to an AC power
source.

Selected

Indicates that the analyzer is selected as an active analyzer. {You can
select the active analyzers on the Workbench screen, which is the first
screen that is displayed when you start the Domino software )

Frames/Sec
{two rows of six)

Indicates the frame rate in frames per second. The rate displayed is
based upon the analyzer's current fransmission mode (full- or half-
duplex} and connection mode {(Emulate or Monitor). Listed below are
the possible configurations and the row of frame rate LEDs that apply
to each.

Haif-Duplex Monitor Mode. In this mode, the top row of LEDs
labeled HD RX/TX display the rate at which frames are received.

Full-Duplex Monitor Mode, In this mode, the top row of LEDs labeled
FD RX1 display the rate at which frames are received on Port 1, and
the bottom row of LEDs labeled FD RX2 display the rate at which
frames are received on Port 2.

Haif-Duplex Emulate Mode. In this mode, the top row of LEDs
iabeled HD RX/TX display the frame rate, which is based on iotal
frames transmitted and received.

Full-Duplex Emulate Mode. In this mode, the top row of LEDs
iabeled FD RX1 display the rate at which frames are received, and the
bottorm row of LEDs labeled FD TX display the rate at which frames
are fransmitted,
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Interpreting the LED Colors

The LEDs are read from left to right, with the frame rate represented
by the colors green or orange.

All LEDs are green. The frame rate is less than or equal to 20 k/sec.
The actual frame rate is indicated by the right-most LED that is
illuminated green. The frame rate value is determined by reading the
top number in the group of numbers directly above the right-most,
green LED.

Some or all LEDs are orange. The frame rate is greater than

20 kfsec, and you may see both green and orange LEDs illuminated in
the row. The actual frame rate is indicated by the right-most LED that
is iluminated orange. The frame rate value is determined by reading
the bottom number in the group of numbers directly above the right-
most, orange LED. When all LEDs are orange, the frame rate is

200 k/sec.

Fiashes green when the analyzer is transmitting frames.
RX

Flashes green when the analyzer is receiving frames.
Monitor RX

Used only in Monitor mode, this LED flashes green when the analyzer
is receiving on Port 2 (Rx2}.

LINK
indicates the analyzer's connection status, The availabie states are:
Green. Indicates that the analyzer is connecied to the network.
Off, Indicates that the analyzer is not connected to the network.

Monitor

LINK

Used only in Monitor mode, this LED indicates the status of Port 2's
(Rx2) connection 1o the network.

Collision

Indicates whether collisions are detected on the network. The analyzer
only detects station-level collisions, which means that it displays
collisions in which the DominoFE analyzer was directly involved.

The available states are:

Red. Flashes red when a collision is detected, except in Monitor
mode.

Off. Indicates that no collisions are detected on the network.

3-7
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Neg.

Enabled
indicates whether NWay AutoNegotiation is enabled,

H/D

F/D
Indicates the transmission mode of the analyzer. The available states
are:
Green. Indicates that the analyzer is configured for half-duplex
transmission.
Orange. Indicates that the analyzer is configured for full-duplex
transmission.

10

100

Indicates the transmission speed for the analyzer. The available states
are:

Green. Indicates that the analyzer is configured for 10 Mbps
transmission.

Orange. Indicates that the analyzer is configured for 100 Mbps
transmission.

3.2.2. DominoFE DA-362 Analyzer Front Panel
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Figure 3-5. DominoFE DA-362 analyzer front panel
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The front panel of the DominoFE DA-362 analyzer displays the following
inférmation:
Power

indicates that the DominoFE analyzer is connected to an AC power
source.

Selected

Indicates that the analyzer is selected as an active analyzer. (You can
select the active analyzers on the Workbench screen, which is the first
screen that is displayed when you start the Domino software.)

TX
Flashes green when the DA-362 analyzer is transmitting frames.
RX
Flashes green when the DA-362 analyzer is receiving frames.
LINK
Displays the status of the DA-362 analyzer's connection to the
network. The available states are:
Green, Constant green indicates that the analyzer is connected to the
network.
Off. Indicates that the analyzer is not connected to the network.
COLL
Displays the detection of transmit collisions on the DA-362 analyzer.
The available stales are:
Red. Flashes red when a transmit collision is detected.
Off. Indicates that no transmit collisions are detected on the DA-362
analyzer.
FDX
HDX

Displays the transmission mode of the DA-362 analyzer. The available
states are:

Green. indicates that the analyzer is configured for half-duplex
fransmission.

Orange. Indicates that the analyzer is configured for full-duplex
transmission.

3-8



Connecting to the Network DominoFE interface Guide

3.3.

10
100

Displays the transmission speed for the DA-362 analyzer. The
available states are:

Green. Indicates that the analyzer is configured for 10 Mbps
transmission.

Orange. Indicates that the analyzer is configured for 100 Mbps
transmission.

% Utilization

Displays a color-coded indicator of the percent utilization of network
bandwidth across six LEDs. The LEDs are read from left to right, with
the percent utilization represented by the colors green or orange.

All LEDs are green. The utilization percentage is less than or equal
to 30%. The actual uiilization is indicated by the right-most LED that is
illuminated green. The ulilization value is determined by reading the
top number in the group of numbers directly above the right-most,
green LED.

Some or all LEDs are orange. The utilization percentage is greater
than 30%, and you may see both green and orange LEDs illuminated
in the row. The actual utilization is indicated by the right-most LED that
is illuminated orange. The utilization value is determined by reading
the bottom number in the group of numbers directly above the right-
most; orange LED. When all LEDs are orange, network utilization is
=90%.

Overview of Connecting to the Network

in order for two devices to communicate over a network link, the transmit data
pins of one device must be wired to the receive data pins of the other device,
and vice versa. For 100Base-T network devices, this wiring is achieved through
connecting an MDI port on one device to an MDIX port on the other device using
a standard two- or four-pair Category 5 cable.

if it is not possible to intercornmect an MDI port to an MDIX port, and two of the
same port types must be connected, such as MDI to MDI or MDIX to MDIX, the
wiring of the transmit pins 1o the receive pins must be accomplished through a
Category 5 cross-over cable.

An MDI port transmits data on Pins 1 and 2, and receives data on Pins 3 and 6.
in contrast, an MDIX port transmits data on Pins 3 and 6, and receives data on
Pins 1 and 2,

The DominoFE analyzers have two RJ-45 ports, where Port 1 functions as an
MDI port and Port 2 functions as an MDIX port.
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Basic Cabling Rules

= Use standard Category 5 cables to connect an MDi port on one device to
an MDIX port on another device.

«  Use Category 5 cross-over cables to connect an MB1 or MDIX port on one
device to the same port type on another device.
CE Mark Compliance

To be compliant with CE Mark specifications, a Category 5 STP cable should be
used. For the DominoFE DA-362 analyzer, a WG Ferrite Kit (Part No. 9315-
5913.008) should be installed with Category § STP cable.

3.4. Connecting for Dual Monitoring
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Network Device 1: Hub, Network Device 2: Hub,
Router, Switch, File Server, Router, Switch, File Server,
NIC, stc. NIC, efc.

Figure 3-6. Connecting for dual monitoring-DA-350 analyzer
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3-12

You can connect both of the RJ-45 poris (MDI

and MDIX) on a DominoFE analyzer, to monitor

the network in full duplex or half duplex

monitoring modes. )CE Network Device 2 Hub, Houter

Switch, Fis Server NIG ete

The cabling rules for connecting a DominoFE < ]

analyzer for dual monitoring are: et e e
Fart 1 -r

* Use standard Category 5 cables to connect
both network devices to the analyzer if one
of the network device ports to be connected

Fud- or Hait Duplex

to the analyzer is MD! and the other network ;1°°-’ 100 bpe
device port to be connected to the analyzer | !
is MDIX (either device can be connected io ! 1 Comnectar
either Port 1 or Port 2 on a DominoFE e s
analyzer).

= Use one Category 5 cross-over cable and F | oteork Povios -, Roaser

Switeh, File Servar. MIG, ete.

one standard Category 5 cable if the two
network device ports to be connected to the
analyzer are both MDI or both MDIX.
Connect one of the device ports to the
analyzer (Port 1 or Port 2} using a Category
5 cross-over cable and connect the other
device port to the remaining analyzer port
using a standard Category 5 cable.

Figure 3-7. Connecting for
dual monitoring-DA-362
analyzer

Dual Monitoring Connection Scenarios

When connecting a DominoFE analyzer for menitoring, several connection
scenarios can be achieved depending upon the types of device ports being
interconnected on either side of the 100Base-T FD interface module. The
DominoFE analyzer is inserted between two network devices when itis
configured for monitoring. Therefore, in Monitor mode, the MD! and MDIX ports
(1 and 2} on the DominoFE analyzer are configured as pass-through
connections (Pin 1 of M is wired to Pin 1 of MDIX, and so on). When the
analyzer is configured for monitoring, it does not matter which network device is
connected to the analyzer's MD] or MDIX ports.

When analyzing statistics while you are connected for monitoring, it is very
important to understand how the network device connections are made to the
DominoFE analyzer (especiaily when using a cross-over cable} and their
relationship to the analyzer’s receivers.
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Receiver 2 (Rx2) on Port 2 (MDIX) always monitors the data that is being sent
on Pins 1 and 2, regardless of which device is transmitting. Receiver 1 (Bx1} on
Port 1 (MDI} always monitors the data that is being sent on Pins 3 and 6,
regardless of which device is transmitling.

For more information about setting up the DominoFE analyzer for dual
monitoring, see Section 9.5, “Monitoring Network Traffic.”

3.4.1. Connecting for Dual Monitoring-Example 1

Device 1 DominoFE Analyzer Device 2
1,2 1,2 R
3,6 3,6
Pori 2 Port 1

Figure 3-8. Connecting for dual monitoring between an MDI and MDIX device

in Example 1, Device 1 has an MDI port, and Device 2 has an MDIX port. The
cross-over function takes place in Device 2, and no cross-over cables are
needed.

Port 1 monitors the frames transmitting on Pins 3 and 6, which is coming from
Device 2. Port 2 monitors the frames transmitting on Pins 1 and 2, which is
coming from Device 1.

3.4.2. Connecting for Dual Monitoring—Example 2

Davice 1 DominaFE Analyzer Device 2
1,2 1,2 |
3,6 3,6
Pori 2 Port 1

Figure 3-9. Connecting for duat monitoring between and MDIX and MDI device

In Example 2, Device 1 has an MDIX port, and Device 2 has an MDI port. The
cross-over function takes place in Device 1, and no cross-over cables are
needed.

Port 1 monitors the frames transmitting on Pins 3 and 6, which is coming from
Device 1. Port 2 monitors the data transmitting on Pins 1 and 2, which is coming
from Device 2.
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3.4.3.

3.4.4.

3.5.

Connecting for Dual Monitoring—Example 3

Pevice 1 DomineFE Analyzer Deavice 2

1,2 1,2 1,2
DI = = == ]
36 3.6

3,8
Port 2 Port 1

Figure 3-10. Connecting for dual monitoring between two MDI devices

In Example 3, both network devices have MDI poris. A cross-over cable is used
between Device 2 and the DominoFE analyzer.

Port 1 monitors the frames transmitiing on Pins 3 and 6, which is coming from
Device 2. Port 2 monitors the frames transmitting on Pins 1 and 2, which is
coming from Device 1.

Connecting for Dual Monitoring—Example 4

Device 1 DominoFE Analyzer Device 2

1,2 1,2 " 1,2
VIR W:EI:E‘ DI
36 36

3,8
Fort 2 Port 1

h 4

Figure 3-11. Connecting for dual monitoring between two MDI devices

In Example 4, both network devices have MDI ports. A cross-over cable is used
between Device 1 and the DominoFE analyzer.

Port 1 monitors the frames transmitting on Ping 3 and 6, which is coming from
Device 1. Port 2 monitors the frames transmitting on Pins 1 and 2, which is
coming from Device 2.

Connecting for Emulation

If you want to transmit frames on the network, you need to connect the
DominoFE analyzer for emulation. When you have connected for emulation, you
must also be sure {o set up the corresponding emulation Connection mode that
matches your network configuration on the Fast Ethernet Main Setup dialog box.
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3.5.1. Connecting for MDI Emulation

L
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I FRNTER PORT FC HOET PORT
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i
i
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Fuli- or Half-Duplex
10 or 100 Mhps.

i

i
J N
MDIX Connector S Network Device: Hub, Router,

Switch, File Server, NIC, etc.

Figure 3-12. Connecting for MDI emulation-DA-350 analyzer

(€ Metwari Device: Hub, Reouter.
0 Swidtch, Fite Server, HIC, eto.
o} “
F
BASET D ™
Port 1
MOIK Gonnector
b »
X[ - Fuli- or Half Duplex
PorL 2 &l 10 or 100 Mbes,
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Al

Figure 3-13. Connecting for MDI
emuiation—-DA-362 analyzer

You can connect a DominoFE analyzer for
MDI emulation using the corresponding RJ-
45 ports on the rear panel of the analyzer and
by foilowing the basic cabling rules in Section
3.3 for connecting MDI to MD! or MDl to
MDIX.

An MDI port transmits data on Pins 1 and 2,
and receives data on Pins 3 and 6. The
RJ-45 port that functions as the MDIi port on
the DominoFE analyzers is labeled Port 1 or
MD1.
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3.5.2. Cbnnecting for MDIX Emulation

; . 3
T ¢ L o -]
sl § 1 FRINTER PORT PG HGST FORT ;
of o i ——
§ Iﬂ‘msﬁ_-mwﬁ[ﬁ_l TRIG N TRIG QUT M}
i o O
%
- Full- or Half-Duplex
I 10 or 100 Mbps.

h

MDI Connector

®

Network Device: Hub, Router,
Switch, File Server, NIC, etc.

Figure 3-14. Connecting for MDIX emulation-DA-350 analyzer

) You can only connect a DominoFE analyzer
T o for MDIX emulation using the RJ-45 port
,,,,,,,, I labeled Port 2 or MDIX and by following the
I basic cabling rules in Section 3.3. for
4 connecting MDIX to MDIX or MDIX fo MDI.

An MDIX port transmits data on Pins 3 and 6,
and receives data on Pins 1 and 2.

PMatwork Device Bub Fouter,
Switch, File Server, MIC, ale

Figure 3-15. Connecting for MDIX
emulation—DA-362 analyzer
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3.5.3. Connecting for Mil Emulation

10/ 100Ba55-Ta 1.,
Fort 2 Fo . :D ol
i PRINTER PGRT B¢ HOST PORT
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L S THRL et TRIG N TRIG OUT H
Transcaiver 1 O O E E
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Full- or Half-Duplex 10 or 100 Mops.

» (Category 3,4,5, or fiber, depending
\ on the type of transceiver used}

—4

Network Device: Hub,
Router, Switch, File Server,

Figure 3-16. Cennecting for Mil emulation—DA-35C analyzer

e

You can connect a DominoFE analyzer for

Mit emulation using the MHl port on the rear

nanel analyzer and a transceiver module that

i supports the type of cabling media you want
o connect. The 40-pin Mil port supports a

e variety of cabling media including fiber,

Pl o Hail- Dugien. 10 or $00 Sbps. Cat@gory 3 UTP and 150-Ohm STP.

(Gategory 3 4 5. o1 fber, dependig on
Pty of taraceiver used)

Fo——"

Metacdk Device: Hub, Router.
Hwikeh, File Server NIC, ¢le.

Tl

Figure 3-17. Connecting for Mii
emulation-DA-362 analyzer

For more information about setting up the interface for an emulation connection
mode and transmitting frames, see Section 4.2, "Selecting the Connection Mode”
and Section 8.3, “Setting Up the Analyzer to Transmit Frames.”
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Setting Up the DominoFE Interface

Main Setup Overview

Use the Fast Ethernet Main Setup dialog box (Figure 4-1) to set up global
configuration parameters for the DominoFE analyzer. The basic configuration
options for the analyzer include the connection mode and whether or not you
want the analyzer to negotiate its link configuration with the network devices to
which it connects.

Fast Ethernet Main Setup

- Connection ~Interface Parameters -

| ¥ Mifay AutoNegotiation

L Monditor

LUTA Emmiate MDT

TER Emuiate MOTX

{1%LE Bmulate

Figure 4-1. Fast Ethernet Main Setup dialog box

The Connection options designate the type of network connection and the
operating mode for the analyzer. The Interface Parameters allow you to set up
the analyzer for NWay Auto-Negotiation or to manually specify the network
speed and duplex transmission mode. The NWay AutoNegotiation option
enables the AuioNegotiate button and the default auto-negotiation
advertisement options for the analyzer.

The analyzer setup dialogs have a hierarchical structure, where the Fast
Ethernet Main Setup dialog box is the top-level, or "parent,” dialog box that is the
main entry point for all of the setup options. The lower level dialog boxes
accessed from the main setup dialog box are the "child” setup dialog boxes.
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Using the command buttons from the main setup dialog, you can access the
following child setup dialogs:

»  Line Setup dialog box—Allows you to select MAC-level transmit and receive
options for the DominoFE analyzer.

«  Filter/Trigger Setup dialog box—Allows you to specify the filier/trigger
conditions and pattern matches to be applied to received traffic.

*  Histograph Setup dialog box—Allows you to specify the sampling interval
and select the statistics that you want to plot on the Histograph window.

»  Auio-Negotiation Advertisement dialog box—Allows you 1o specify the type
of transmission options that you want to advertise support of (duplex mode
and speed) when the DominoFE analyzer is in an Emulate mode.

«  Advanced Setup dialog box—Provides access to procedures for setting up
non-interface-specific setup parameters, such as setting up the protocol
stack and RAM/Disk capture options.

If you do not change the child setup dialog box selections, then the analyzer
uses the default selections or the last dialog box selections that were saved.

You must click OK in both the child setup dialog box and the Fast Ethernet Main
Setup dialog box to save changes made to-the setup selections. |n real time,
changes to seiup selections are activated when you restart the real time
application.

4.2, Selecting the Connection Mode

The DominoFE analyzer can be connected to a number of different network
media using either the RJ-45 or Media independent Interface (MH) connectors
on the rear panel of the device. You configure the analyzer for the type of
network connection by choosing an option in the Connection box on the Fast
Fthernet Main Setup dialog box. You can configure the DominoFE analyzer
either o monitor a network segment or to emulate a network device.
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To select the connection mode:

1. Under Connection on the Fast Ethernet Main Setup dialog box, do one of
the following:

Choose Monitor.

The analyzer is configured to receive network data only. In monitor
mode, Ports 1 and 2 on the rear panel of the DominoFE analyzer are
configured as straight-through connections. This is the default
selection. The transmitter ports are used internally to regenerate the
signal from the receiver ports back onto the network.

Choose TX Emulate MDI.

The analyzer is configured to emulate a network device that uses an
MDI port. An MDI port uses Pins 1 and 2 for transmitting data and Pins
3 and 6 for receiving data. Use the analyzer's MDI port (Port 1) and
two- or four-pair Category 5 UTP wiring to connect the analyzer to the
network according to the 100 Base-TX {EEE specification (EIA/TIA-
SP2840A).

TX Emulate MDI supports auto-negotiation.
Choose TX Emulate MDIX.

The analyzer is configured to emulate a network device that uses an
MDIX port. An MDIX port uses Pins 1 and 2 for receiving data and
Pins 3 and 6 for transmitting data. Use the analyzer's MDIX port (Port
2) and two- or four-pair Category 5 UTP wiring to connect the analyzer
1o the network according to the 100 Base-TX IEEE specification
(EIA/TIA-SP2840A).

TX Emulate MDIX supports auto-negotiation.
Choose MIl Emulate.

The Ml option configures the analyzer according to the Media
Independent Interface specifications to support a variety of network
connection media including fiber, Category 3 UTP, and 150-ohm STP,
The analyzer is configured for Mil-compliant network transceiver
connections into the MII connector on the rear panel of the DominoFE
analyzer.

2. Click OK.

The setup selections are saved, and you return to the Workbench screen or
to the Real Time screen. From Real Time, a prompt appears asking if you
want 1o restart your application before returning you to the Real Time
screen.
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4.3. Selecting the Network Speed

You can use the Fast Ethernet Main Setup dialog box to manually select the
network speed supported by the analyzer, or you can specify auto-negotiation of
the network speed. The available network speeds are 10 Mbps and 100 Mbps.

To select the network speed:

1. Under Interface Parameters on the Fast Ethernet Main Setup dialog box,
do one of the following:

. Select the NWay AutoNegotiation checkbox.

The Speed and Duplex options are disabled and the network speed will
be negotiated between the analyzer and the network device with which
it is communicating, according to the options selected in the Auto-
Negotiation Advertisement Setup dialog box. This is the default

selection.
. In the Speed box, select 10 Mbps or 100 Mbps.
2. Click OK.

The setup selections are saved, and you return to the Workbench screen or
to the Real Time screen. From Real Time, a prompt appears asking if you
want to restart your appiication before returning you to the Real Time
screen. You must restart the application for the changes to take affect.

Auto-negotiation is only supported when the analyzer is configured for a TX
connection mode.

4.4. Selecting the Duplex Transmission Mode

You can use the Fast Ethernet Main Setup dialog box to manually select the
duplex transmission mode supported by the analyzer, or you can specify auto-
negotiation of the dupiex mode. The available duplex transmission modes are
full duplex and half duplex.
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To select the duplex transmission mode:

1. Under interface Parameters on the Fast Ethernet Main Setup dialog box,
do one of the foliowing:

*  Select the NWay AutoNegotiation checkbox.

The Speed and Duplex options are disabled and the duplex
transmission mode will be negotiated between the analyzer and the
network device with which it is communicating, according to the
options selected in the Auto-Negotiation Advertisement Setup dialog
box. This is the default selection.

*  Clear the NWay AutoNegotiation checkbox. Then in the Duplex box,
select Full or Half.

The interface is configured for either full duplex or half duplex
fransmission.

2. Click OK.

The setup selections are saved, and you return to the Workbench
screen ot to the Real Time screen. From Real Time, a prompt appears
asking if you want to restart your application before returning you to the
Real Time screen,

Auto-negotiation is only supported when the analyzer is configured for a TX
connection mode.

4.5. Saving Setup Selections

Save the setup selections for the DominoF iz analyzer by clicking OK on the Fast
Ethernet Main Setup Dialog Box (Figure 4-1). The OK button on the Fast
Ethernet Main Setup dialog box saves both the main setup selections and all of
the selections on the Fast Ethernet Main Setup child dialog boxes.

if you have made changes to any of the options on a child setup dialog box, you
must first click OK on the child setup dialog box to accept your selections. Then,

you can save those selections by clicking OK on the Fast Ethernet Main Setup
diatog box.

in real time, changes to setup selections are activated when the real time
application is restarted.
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To save setup selections:
1. Frem a Fast Ethernet Main Setup chiid dialog box, click OK.

The child setup dialog box selections are accepted, and you return to the
Fast Ethernet Main Setup dialog box.

2. Click OK,

The setup selections are saved, and you return to the Workbench screen or
to the Real Time screen. From Real Time, a prompt is issued about whether
to restart your application before returning you to the Real Time screen.

You can also save the options on the Filter/Trigger Setup dialog by clicking
Save. However, once the Save button has been used, the filter/trigger
selections are stored in the filter file, and the OK and Cancel buttons are no
longer valid for those selections.
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5. Setting Up the DominoFE Interface
Line
This chapter describes the MAC-Layer transmit and receive options that you can

set up from the Line Setup dialog box.

5.1. Line Setup Overview

You can use the Line Setup dialog box (Figure 5-1) to select MAC-Layer transmit
and receive options.

! Line Sebup
| TX Setup

- A¥ Setup
¥ Fix Grp Addr Enable

i Tx Preamble Enable P Receive Mode i
| & All Erames

| £ Sin. & Broadcast Frames
:
3 7 Multicast Frames

Figure 5-1. Line Setup dialog box

The transmit setup options aliow you to pad transmit frames to a minimum of 60
bytes (excluding FCS) and add a preamble pattern fo transmit frames.

The receive setup options aflow you to ignore the last four bits of the destination
address in received frames and filter received network traffic by frame type.
To configure the line setup:
1. From the Fast Ethernet Main Setup dialog box, click Line,
The Line Setup dialog box is displayed.

2. Select and enter the corresponding transmit and receive options that are
suitable for your application.

A checkmark is displayed in the checkbox, or the radic button is filied in,
beside the option(s) that you enabled. An empty checkbox or radio button
indicates that the option is disabled.
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5.2.

Click OK.

The options that you selected are accepted and you return to the Fast
Ethernet Main Setup dialog box.

Click OK.

The setup selections are saved, and you return to the Workbench screen or
to the Real Time screen. From Real Time, a prompt is issued about whether
to restart your application before retuming you to the Real Time screen.

Enabling the Transmit AutoPad Option

You can set up the DominoFE interface to automatically pad short frames that
are to be transmitted by the analyzer by enabling the Tx AutoPad option on the
Line Setup dialog box (Figure 5-1). When the Tx AutoPad option is enabled,
transmit frames are padded with byles containing hexadecimal 55 patterns to be
a minimum of 60 bytes, excluding the frame check sequence {FCS).

To enable the transmit autopad option:

1.

Under TX Setup on the Line Setup dialog box, select the Tx AutoPad
Enable option.

Tx AutoPad Enable is a toggle option. A checkmark appears in the box
beside the option when it is enabled.

Click OK.

The options that you selected are accepted and you return to the Fast
Ethernet Main Setup dialog box.

Click OK.
The setup selections are saved and you return to the Workbench screen or

to the Real Time screen. From Real Time, a prompt is issued about whether
to restart your application before returning you to the Real Time screen.
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5.3. Enabling the Transmit Preamble Option

You can insert a preamble pattern in frames 1o be transmitted by the analyzer by
enabling the Tx Preamble option on the Line Setup dialog box. A preamble
indicates the beginning of frame transmission and provides a means of signal
synchronization for a receiver,

When the Tx Preamble option is enabled, a group of seven bytes, each
containing the pattern 10101010, is added fo the beginning of the transmit frame
prior to the start-of-frame delimiter. The Tx Preamble option is enabled as a
default option.

To enable the transmit preamble option:

1. Under TX Setup on the Line Setup dialog box, select the Tx Preamble
Enable option.

Tx Preambie Enable is a toggle option. A checkmark appears in the box
beside the option when it is enabled.

2. Click OK.

The options that you selected are accepted, and you retumn to the Fast
Ethernet Main Setup dialog box,

3. Click OK.

The setup selections are saved, and you return to the Workbench screen or
1o the Real Time screen. From Real Time, a prompt is issued about whether
to restart your application before returning you to the Real Time screen,
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5.4.
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Enabling the Receive Group Address Option

You can specify that the last four bits of the destination address be ignored in
frames received by the analyzer by enabling the Rx Grp Addr option on the Line
Setup dialog hox.

When the receive group address option is enabled, the last four bits of the
destination address are ignored when comparing the address 1o determine
whether or not the network frame is designated for the DominoFE analyzer.

To enable the receive group address option:

1.

Under RX Setup on the Line Setup dialog box, select the Rx Grp Addr
Enable option.

Rx Grp Addr Enable is a toggle option. A checkmark appears in the box
beside the option when it is enabled.

Click OK.

The options that you selected are accepted, and you return to the Fast
Ethernet Main Setup dialog box.

Click OK.

The setup selections are saved, and you return to the Workbench screen or
to the Real Time screen. From Real Time, a prompt is issued about whether
to restart your application before returning you to the Real Time screen.

This option has no effect when the All Frames receive mode option is selected.
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5.5. Filtering Network Traffic by Frame Type

You can specify the type of frames to be received by the analyzer by using the
Receive Mode option on the Line Setup dialog box. You can receive ali network
frames, filter in station and broadcast frames, or filter in multicast frames.

To filtter network traffic for pause frame types, use the Protocol Filter/Trigger
Setup dialog box. See Section 6.3.2.3, "Filtering Network Traffic for Pause
Frames” in the “Filtering and Triggeting” chapter.

To filter network traffic by frame type:
1. Under Receive Mode on the Line Setup dialog box, do one of the following:
«  Select the All Frames option.
Specifies that the analyzer is to receive all network frames.

« Select the Station & Broadcast Frames option.

Specifies that the analyzer is fo receive frames with its own destination
address and all broadcast frames.

+  Select the Multicast Frames option.

Specifies that the analyzer is to receive frames with its own destination
address, all broadcast frames and all multicast frames.

2. Click OK,

The options that you selected are accepted, and you return to the Fast
Ethernet Main Setup dialog box.

3. Click OK.

The setup selections are saved, and you return to the Workbench screen or
to the Real Time screen. From Real Time, a prompt is issued about whether
to restart your application before returning you to the Real Time screen.

The Rx Grp Addr option has no effect when the All Frames receive mode
option is selected.
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6. Filtering and Triggering

6.1. Working With Filters and Triggers

Network frames are first received by the DominoFE analyzer and filtered
according to the RX Setup options on the Line Setup dialog box before being
processed by the analyzer's filter/trigger utility. The filterftrigger utility allows you
to create up to nine definitions that can be applied simultaneously as filker and
trigger criteria to received network traffic. Multiple filtter/trigger definitions are
applied to received data using a logical-OR methodology.

The filter function scans received network traffic for the specified fiiter condition
and either saves the daia to the capture buffer or discards it, depending on the
seiected filter Methad option. The trigger function scans received network traffic
for the specified trigger criteria or event, and sets the trigger point in the capture
buffer when it oceurs, filling the capture buffer according to the specified trigger
criteria and Post Trigger Capture option.

The Fitter/Trigger Setup dialog box offers two basic options for fitter/trigger
definitions: Method and Post Trigger Capture. The filter Method option applies
only to designated filter criteria, and the Post Trigger Capture option applies
only to designated trigger criteria. When both filters and triggers are defined,
these two options iogether determine the disposition of data in the capture
buffer.

Using Filters Only

When using filters only, the entire capture buffer is used to store filtered network
data. The Method option determines the disposition of data in the capture buffer,

if you are filtering "In" network data, then data matching any of the specified filter
criteria is stored in the capture buffer. If you are filtering "Out" network data, then
data matching any of the specified filter criteria is excluded from the capture
buffer.

Once the capture buffer is full {at 100%), the buffer begins to wrap and newly
captured data overwrites the oldest data in the buffer (unless you have selected
the Stop at End option for the Domino analyzer’s capture buffer).
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Using Triggers Only

When using triggers only, the received data is screened for any of the specified
trigger conditions. The analyzer uses the entire capture buffer for storing network
data until any of the specified trigger conditions are met.

The Post Trigger Capture option determines the percentage of the capture
buffer that is used to store network data after a trigger event occurs. Capturing
stops when the specified Post Trigger Capture condition is met. The remainder
of the capture buffer contains network data received prior to the trigger event.

Using Both Filters and Triggers

When using both filters and triggers, the analyzer always processes the received
network data according to the specified filter conditions, whether or not a trigger
event has occurred.

The analyzer uses the entire capture buffer for storing filtered data until any of
the specified trigger conditions are met. Once a trigger event occurs, then that
percentage of the capture buffer selected in the Post Trigger Capture option is
used to store filtered network data since the trigger event occurred. Network data
is still processed in or out of the capture buffer according to the filter Method
option and the defined filter conditions.

Capturing stops when the specified Post Trigger Capture condition is met. So,
part of the buffer contains filtered data captured prior to the trigger event, and
part of the buffer contains filtered data captured after the trigger event, where the
percentages are determined by the Post Trigger Capture option.

« The 16 MB capture RAM consists of 128 pages of storage, with each page
storing 128 kilobyles of data. If you specify a post trigger capture of 0%, the
analyzer completes filling the current page of RAM storage when the trigger
event occurs, Therefore, the last frame in the capture buffer is not
necessarily the trigger frame, depending on how much data has already
been stored in the current page of RAM.

« Trigger events are displayed in the Events Window.

For information about setting up the DominoFE interface line to filter frame types,
see Section 5.5, “Filtering Network Traffic by Frame Type” in the “Setting Up the
DominoFE Interface Line” chapter.
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6.2.  Setting Up Filtering and Triggering

You can use the Filter/Trigger Setup dialog box {Figure 6-1) to specify the
filter/trigger conditions to be applied to received network traffic.

Method:
&

i Y,
L4 Tyt

Yoot Trigger
Capture (%)

A
B

LEX )=
IR L) =

Figure 6-1. Filter/Trigger Setup dialog box

You can specify up to nine definitions at one time to be applied as both filters
and triggers to the received data. Multiple filter/trigger definitions are applied to
the received data using a logical-OR methodology. A standard filter/trigger
definition included in the utility is called the Find Anywhere filter/trigger. When
specified, the Find Anywhere filter/trigger allows you fo search for up to eight
contiguous bytes throughout an entire frame.

Other filter/trigger utility options include the ability to filter network traffic in or out
of the capture buffer and to specify the percentage of the capture buffer to be
filied after a trigger event.
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To set up the filter/trigger:
1. From the Fast Ethernet Main Setup Dialog Box click Filt/Trig.
The Filter/Trigger Setup dialog box is displayed.

2. Todefine a new filter/trigger definition, click New and create a filterfirigger
definition,

The filter/trigger definitions that you created are displayed in the
Filter/Trigger List.

3. Toocopy ﬁlter/trigger definitions from another filter file, click Import.

The filterftrigger definitions that you copied are displayed in the
Filter/¥rigger List.

4. To search for eight contiguous bytes of data anywhere in the frame, set up
the Find Anywhere filier/trigger.

The Find Anywhere filterftrigger is always displayed in the Filter/Trigger
List, and contains hexadecimal X values in all eight bytes as the default
setup.

5. [ you have set up a filter, select the filter Method,

The received network data will be filtered into or out of the capture buffer
according 1o the option that you selected.

6. If you have set up a trigger, specify the Post Trigger Capture buffer
percentage.

The default selection is 100 percent. When a trigger occurs, the percentage
of the capture buffer that you specified is used to store filtered data since
the trigger event. The disposition of data in the remaining percentage of the
capture buffer depends upon the applied criteria.

7. Click OK.

The filterftrigger utility options that you set up are temporarily accepted, and
you return to the Fast Ethernet Main Setup dialog box. Setup selections are
not stored in the filter/trigger file until you click OK on the Fast Ethernet
Main Setup dialog box.

8. Click OK.

The main setup dialog box and all of the child setup dialog box selections
are saved. Filterffrigger setup selections are saved in the filterftrigger file.
You return to the Workbench screen or to the Real Time screen. From Real
Time, a prompt is issued about whether to restart your application before
returning you to the Real Time screen.
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« The 16 MB capture RAM consists of 128 pages of storage, with each page
storing 128 kilobytes of data. if you specify a post trigger capture of 0%, the
analyzer compietes filling the current page of RAM storage when the trigger
event occurs. Therefore, the last frame in the capture buffer is not
necessarily the trigger frame, depending on how much data has already
been stored in the current page of RAM.

»  You can also filter recelved network traffic using the Rx Setup options on
the Line Setup dialog box. Network frarmes are first received by the analyzer
and fittered according to the Rx Setup options before being sent o the
capture buffer.

6.2.1. Selecting the Filter Method

You can include or exclude network data from the capture buffer using the
Method option on the Filter/Trigger Setup dialog box. The Method option
applies only to filters.

Your choices for the filter Method are In (default) or Out. When you choose In,
the network data matching the specified filtering criteria is collected in the
capture buffer. When you choose Qut, all of the network data except that
matching the specified filtering criteria is collected in the capture buffer.
To select the filter method:
+ From the Filter/Trigger Setup dialog box, do one of the following:

= Choose In.

Network data matching the filter criteria is filtered into the capture
buffer. This is the default selection.

= (Choose Out.

Network data matching the filter criteria is filtered out of the capture
buffer.
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6.2.2. Setting Up the Post Trigger Capture
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You can specify the parcentage of the capture buffer to be used for collecting
network data after a selected trigger event occurs by using the Post Trigger
Capture option on the Filter/Trigger Setup dialog box. This option applies only to
triggers.

You can select the percentage using the spin butions, or you can enter a
percentage between 0 and 100 directly in the edit box. The default selection is
160 percent.

The disposition of data in the capture buffer is determined by the defined filters
and triggers, and post trigger capture percentage. If the analyzer is filtering only,
then the entire capture buffer is used to store data according to the filtering
criteria and filter Method option.

if both filters and triggers are defined, then the analyzer uses the entire capture
huffer for staring filtered data until the trigger conditions are met. Then,
according to the selected post trigger capture percentage, that percentage of the
capture huifer is used to store filtered network data captured after the trigger
event occurred, So, part of the buffer contains filtered data captured prior to the
trigger event, and part of the buffer contains filtered data captured after the
trigger event.

To set up the post trigger capture:

+ From the Filter/Trigger Setup dialog box, do one of the following:

*  Use the spin arrow buttons next to the Post Trigger Capture edit box
1o select a percentage number.

The box displays the percentage number that you selected.

»  Enter a value from 0 to 100 directly into the Post Trigger Capture edit
box,

The box displays the percentage number that you selected.

«  The size of the actual capture RAM used may be one percent larger or
smaller than the number that you selected in the Post Trigger Capture
option.

-+ The16MB capiure RAM consists of 128 pages of storage, with each page

storing 128 kilobytes of data. If you specify a post trigger capture of 0%, the
analyzer completes filling the current page of BAM storage when the trigger
event occurs. Therefare, the last frame in the capture buffer is not
necessarily the trigger frame, depending on how much data has already
been stored in the current page of RAM.
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6.3. Creating a Filter/Trigger Definition

The filtterfirigger utility allows you to specify up to nine definitions at one time to
be applied as both filters and triggers to received data. You can create
filterfirigger definitions or copy them from another filter file using the impornt
option. Multiple filterftrigger definitions are applied to the received data using a
logical-OR methodology.

To create a filterftrigger definition, you can specify byte paftems that you want to
screen for in received frames. You can use X values as wildcard characters in
these patterns to ignore the conterds in that location during filtering of a frame.

A standard filter/irigger definition included in the utility is called the Find
Anywhere filter/trigger. When specified, the Find Anywhere filterftrigger allows
you to search for up to eight contiguous bytes throughout an entire frame.

The filter/trigger utility allows you to set up a fitter/trigger definition by protocol
and encapsulation type, or to set up a custom filter/trigger. The protocol setup
method provides a template that allows you to set up a filter on the source and
destination address fields of a frame according to the protocol type that you
select, and to filter by frame error condition. The custom setup method displays a
list of the 116-byie patterns for the filterftrigger definition and allows you to edit
the definition using binary, decimal, or hexadecimal formats.

Filler!_}'.riggal Type Selection ..

- Satup Type-— -~ Encapsulaton-- -802.1. g
{ ¥an {¥ Ethernst TE M Enable Don't
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Txex £ SNAD
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Figure 8-2. Filtter/Trigger Type Selection dialog box

After you create a filter/trigger definition using the protocol method, you can also
view or edit the contents of the definition using the custom method,

&7
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To create a filter/trigger definition:
1. From the Filter/Trigger Setup dialog box, click New.
The Filter/Trigger Type Selection dialog box is displayed.

2. Do one of the following:

+ To set up a protocol filter/trigger definition, select the MAC, 1P, or IPX
option. Depending on the protocol type that you select, you can choose
a protocol encapsulation option, enable the 802.1q option, and specify
a VLAN 1D and User Priority.

+  To set up a custom filterftrigger definition, select the Custom option.
3. Click OK.

The Protocol Filter/Trigoer Setup dialog box or the Custom Filter/Trigger
Setup dialog box is displayed according to the options that you selected.

6.3.1. Defining a Filter/Trigger Using the Custom Setup Method

You can use the Custom Filter/Trigger Setup dialog box (Figure 6-3) to specify
byte patterns as filter/trigger criteria for the first 116 bytes of a frame. The byte
patterns can be entered in hexadecimal, decimal, or binary format.

Tustom Filterd Trigger Setup
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Figure 6-3. Custom Filter/Trigger Setup dialog box
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Values can be entered in the byte Pattern boxes by either specifying values for
individual bytes or by using the Custom Filter/Trigger Fill Setup dialog box, The
Custom Filter/Trigger Fill Setup dialog box allows you to quickly replicate a
specified pattern in a range of bytes, or in all 116 bytes of the filtet/trigger
definition.

You can select certain bit or byte patterns as wildcard characters to be ignored in
the filter by placing an X in the corresponding field position. Received frames can
contain any value in the positions specified with an X to match the filter
condition. These X values are the default entries for the Custom filter/trigger
fields.
To define a filter/trigger using the custom setup method:
1. From the Filter/Trigger Setup dialog box, click New.

The Filter/Trigger Type Selection diaiog box is displayed.
2. Select the Custom option and click OK.

The Custom Filier/Trigger Setup dialog box is displayed.

3. Inthe Byte boxes, choose the checkboxes of the bytes you want to select
for the filter/trigger definition.

The checkboxes of the bytes that you selected contain a checkmark.
4. inthe Edit As box, select a format.

The pattern values are displayed and edited in the format that you selected.
5. To enter values in the byte Pattern boxes, do one of the following:

+  Enter values directly into the individual byte Pattern boxes.

+  Click Fill, to use the Custom Filter/Trigger Fill Setup dialog box.

The received frames will be filtered according to the values specified in the
byte locations that you selected.

6. inthe Fiiter/Trigger Name box, enter a name for the filter/trigger definition.
The name that you specified is displayed in the Filter/Trigger Name box.
7. Click OK.

The dialog box selections are accepted, and you return to the Filter/Trigger
Setup dialog box. The filter name is displayed in the Filter/Trigger List.

8. In the Filter/Trigger List, select the F or T {or both) checkbox beside the
filter name.

A checkmark appears in the box that you selected, and the definition is set
up as a filter (F), a trigger (T}, or both a fitter and a trigger. The
corresponding filter Method or Post Trigger Capture option is enabled.

6-9
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When single X bits are specified in binary, and you change the format to
hexadecimal, a message box appears notifying you of an invalid conversion.
The conversion is not performed. To avoid invalidating your data when
specifying binary X bit vaiues, select a format and maintain its use throughout
the editing of the Custom filter/trigger.

hexadecimal or decimal format. Select the Binary format last to enter the final

if you want to change formats when entering patterns and also specify binary
| I I I I X bit values, edit all the patterns that are not going to have X bit values first, in
patterns, including the X bit values.

6.3.1.1. Using the Edit As Option

The Edit As option allows you o select the format (hexadecimal, decimal, or
binary} in which to display and edit the byte patterns on the Custom Filter/Trigger
Setup dialog box.

You are not restricted to editing afl patterns in a single format; however, all
patterns will always be displayed in the last format that you selected.

When you change the Edit As format option after entering some patterns, the
values that you have already entered in the pattern boxes are converted to the
newly selected format. This conversion works best when you are not specifying
X values for any bits in the field values.

if you have specified single X bits in binary, and you change the format to
hexadecimal, a message box is displayed notifying you of an invalid conversion.
The conversion is not performed. To avoid invalidating your data when
specifying binary X bit values, select a format and maintain its use throughout
the editing of the custom filter/trigger.

hexadecimal or decimal format. Select the Binary format last to enter the final

if you want to change formats when entering patterns and also specify binary
I I I l I X bit values, edit all the patterns that are not going to have X bit values first, in
patterns, including the X bit values.

6.3.1.2. Selecting a Fill Pattern

You can specify a value, or pattern, t6 be replicated in a range of bytes or in all
116 byies of the filter/trigger definition, using the Custom Filter/Trigger Fill Setup
dialog box (Figure 6-4).

6-10
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Figure 8-4. Custom Filter/Trigger Fill Setup dialog box

The filter fill function is useful when you want to set up most (or a large group) of
the filter bytes with the same pattern. You can fill the entire filter with the
specified pattem, and then go back to edit the specific bytes that you want to
change.

The pattern can be entered in hexadecimal, decimal, or binary formats.

To select a fill pattern:

1. inthe Edit As box, choose the format in which you want to display and edit
the byte patterns.

The patterns are displayed and edited in the format that you selected.
2. Inthe Fill Options box, click Filt.
The Custom Filter/Trigger Fill Setup dialog box is displayed.

3. Inthe Fill Pattern box, specify a value to be replicated in the filter/trigger
definition,

The value to be replicated is displayed in the Fill Pattern box.
4. inthe Fill Method box, do one of the following: .

«  To enter the fili pattern in all 116 bytes of the definition, select the Fill
Al option,

«  To enter the fill pattern in a specific byte range, select the Bytes option.
Then enter the beginning and ending bytes (decimal} in the Start and
End boxes.

5. Click OK.
The fill pattern that you specified is entered in the bytes that you selected,
and you return to the Custom Filter/Trigger Setup dialog box.
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6.3.2.

Defining a Filter/Trigger Using the Protocol Setup Method

The protocol setup method provides a convenient way to select protocol-specific
information in a filter/irigger definition.

6.3.2.1. Filtering Network Traffic by Protocol Address

612

You can use the Protocol Filter/Trigger Setup dialog box (Figure 6-5) to set up
filtering of received data by the source and destination address fields of a frame.
The contents of the filter/ftrigger definition that you creale using the protocol
method can also be displayed and edited using the custom method.
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Figure 6-5. Protocol Filter/Trigger Setup dialog box

To filter network traffic by protocol address:
1. From the Filter/Trigger Setup dialog box, click New.

The Filter/Trigger Type Selection dialog box is displayed.
2. Select the MAC, IP, or IPX Setup Type and click OK.

The Protocot Filter/Trigger Setup dialog box is displayed. The addressing
format appears according to the Setup Type that you selected.

3. Tofilter on a specific protocol destination and source address, do one of the
following:

s  Select the symbolic name of the station in the list and click the arrow
button to automaticaily add the corresponding address to the
destination or source address box.

«  Or, you can specify the address directly in the Dest. Address or
Source Address edit boxes.
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4. Inthe Name box, enter a name for the filter/trigger definition.
The name that you specified is displayed in the Filter/Trigger Name box.
5. Click OK.

The dialog box selections are accepted, and you return to the Fitter/Trigger
Setup dialog box. The filter name is displayed in the Filter/Trigger List.

6. Inthe Filter/Trigger List, select the F or T (or both) checkbox beside the
filter name.

A checkmark is displayed in the box that you selected, and the definition is
set up as a filter (), a trigger {T), or both a filter and a trigger. The
corresponding filter Method or Post Trigger Capture option is enabled.

6.3.2.2. Filtering Network Traffic by Frame Error Condition

You can use the Protocol Filter/Trigger Setup dialog box {Figure 6-5) 1o set up
filtering of received data by the frame error condition. The available options are
CRC error, dribble, good frame, oversize frame, and runt.

The frame error options on the Protocol Filter/Trigger Setup dialog box are
specified in an additive fashion, so they are logically ANDed. Therefore, multiple
option selections specify that a frame must meet all of the selected conditions in
order to match the filter criteria. For example, setection of CRC Error and
Oversize Frame specifies that a frame must be 1519 bytes or greater AND
contain a CRC error to match the fiter. To filter for frames without any error
condition, be sure to select only the Good Frame option.

The contents of the frame error condition criteria that you create using the
protocol setup method cannot be displayed or edited on the Custom
Filter/Trigger Setup dialog box.
To filter network traffic by frame error condition:
1. From the Filter/Trigger Setup dialog box, click New.

The Filter/Trigger Type Selection dialog box is displayed.
2. Select a Setup Type (other than Custom) and click OK.

The Protocol Filter/Trigger Setup dialog box is displayed.
3. Select the type of frame conditions that you want o define.

Multiple frame error conditions are logically ANDed for the filter criteria.
4. inthe Name box, enter a name for the filter/trigger definition.

The name that you specified is displayed in the Filter/Trigger Name box.
5. Click OK.
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The dialog box selections are accepted, and you return to the Filter/Trigger
Setup dialog box. The filter name s displayed in the Filter/Trigger List.

tn the Filter/Trigger List, select the F or T (or both) checkbox beside the
filter name.

A checkmark is displayed in the box that you selected, and the definition is
set up as a filter (F), a trigger (T}, or both a filter and a trigger, The
corresponding filter Method or Post Trigger Capture option is enabled.

6.3.2.3. Filtering Network Traffic for Pause Frames

6-14

You can use the Protocol Filter/Trigger Setup dialog hox {Figure 6-5) to filter
pause frames in the data received by the analyzer.

To filter network traffic for pause frames:

1.

From the Filter/Trigger Setup dialog box, click New.

The Filter/Trigger Type Selection dialog box is displayed.

Select MAC and click OK.

The Protocol Filter/Trigger Setup dialog box is displayed.

Select the MAC Pause Frame option.

in the Name box, enter a name for the filter/trigger definition.

The name that you specified is displayed in the Filter/Trigger Name box.
Click OK.

The dialog box selections are accepted, and you return to the Filter/Trigger
Setup dialog box. The filter name is displayed in the Filter/Trigger List.

In the Filter/Trigger List, select the F or T (or both) checkbox beside the
filter name.

A checkmark is displayed in the box that you selected, and the definition is
set up as a filter {F), a trigger (T), or both a filier and a trigger. The
corresponding filier Method or Post Trigger Capture option Is enabled.
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6.4. Setting Up the Find Anywhere Filter/Trigger Definition

The Find Anywhere filter/trigger is a standard definition included in the
filterftrigger utility. You can use the Find Anywhere definition in combination
with up to eight additional filter/trigger definitions, resulting in a total of nine
possible filter/ftrigger definitions that can be saved to a filter/trigger file and
applied to received data.

When specified, the Find Anywhere filter/trigger allows you to search for up o
eight contiguous bytes throughout an entire frame. The Find Anywhere
filter/Arigger contains all "X" values as the default entries for the Find Anywhere
definition fields. You can specify the content of the Find Anywhere filter/trigger
definition using the Custom Filter/Trigger Setup dialog box.
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Figure 6-6. Custom Filter/Trigger Setup for Find Anywhere definition

To set up the Find Anywhere filter/trigger definition:

1. Under Filter/Trigger List on the Filter/Trigger Setup dialog box, select the
Find Anywhere name.

The Find Anywhere name is highlighted.
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2. Click Edit.
The Custom Filter/Trigger dialog box is displayed.

3. Under Edit As, select a format.
The filter values are displayed and edited in the format that you selected.

4. Under Byte, select the checkboxes that correspond to the byte position for
which you want to specify filter values.
A checkmark is displayed in the byte boxes that you selected.

5. Inthe box that corresponds to each selected byte, enter the pattern or value
for which you want to search.
The received data will be parsed for the contiguous byte values that you
specified.

6. Click OK
The dialog box selections are accepted, and you return to the Filter/Trigger
Setup dialog box.

7. Under Filter/Trigger List, select the For T {or both) checkbox beside the
Find Anywhere filter name.
A checkmark is displayed in the box that you selected, and the definition is
set up as a filter (F}, a trigger (T}, or both a filter and a trigger. The
corresponding filter Method or Post Trigger Capture option is enabled.

You cannot rename the Find Anywhere filterfirigger definition.

Certain rules govern the acceptability of format changes in the Edit As box
when specifying bits to be ignored. A message is issued if attempted format
changes are not compliant with the vaiues specified in the byte fields.

6.5. Naming or Renaming a Filter/Trigger Definition

616

You can specify a name or description for a filter/trigger definition, or rename a
filter/trigger definition, to identify it in the Filter/Trigger List on the Filter/Trigger
Setup dialog box (Figure 6-1}. You cannot modify the name of the Find
Anywhere fitterftrigger.

To name or rename a filter/trigger definition:
1.

From the Filter/Trigger Setup dialog box, do one of the following:

«  Click New and select a setup method to create a new filter/trigger
definition.

+  Select an existing filter/trigger definition and click Edit.
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2.

Irt the Name box on the Custom Filter/Trigger Setup dialog box or Protocol
Fiiter/Trigger Setup dialog box, specify a name or description for the
filter/trigger definition.

The name that you selected is displayed in the Name box.
Click OK.

The dialog box selections are accepted and the name appears in the
Filter/Trigger List on the Filter/Trigger Setup dialog box.

A fitter name is only used to identify a single filter/trigger definition {displayed in
the Fitter/Trigger List) within a filterfirigger file and is not the name of the filter
file itself. The default DominoFE filter filename, FILTER.FLT, is stored on the
hard disk. The FILTER.FLT file (or any filter file that you create) can contain up
to nine filter/trigger definitions.

6.6. Modifying a Filter/Trigger Definition

You can use either the protocol or custom setup method to change the content
of or rename an existing filter/trigger.

To modify a filierftrigger definition:

1.

Under Filter/Trigger List on the Filter/Trigger Setup dialog box, select the
name of the filter/trigger that you want to modify.

The name of the filter/ftrigger that you selected is highlighted.
Click Edit.

The Filter/Trigger Type Selection diaiog box is displayed.
Do one of the following:

+  Select the Protocol option and click OK.

The Protocol Filter/Trigger Setup dialog box is displayed, which allows
you to modify the protocol address fields of the filter/irigger definition.

+  Select the Custom option and click OK.

The Custom Filter/Trigger Setup dialog box is displayed, which allows
you to modify the 116 byte fields of the filter/irigger definition.

617
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6.7.
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The Custom Filter/Trigger dialog box is automatically displayed when the Find
Anywhere filter/trigger is selected.

4.
5.

Meodify the name or content of the filterfirigger definition,
Click OK.

The dialog box selections are accepted, and you return to the Filter/Trigger
Setup dialog box.

Saving Filter/Trigger Utility Selections

There are two ways in which the filterftrigger setup and all of its child setup
dialog boxes can be saved 1o the current filter/trigger file:

[

By clicking Save on the Filter/Trigger Setup dialog box.

By clicking OK on both the Filter/Trigger Setup dialog box and the Fast
Ethernet Main Setup Dialog Box.

You can save the filter/irigger selections o ancther filter/trigger filename by
choosing the Save As button.

To save filter/trigger selections:

1.

From the filter/trigger child setup dialog box, click QK.

The dialog box selections on the child setup dialog box are accepted, and
you return to the Filter/Trigger Setup dialog box.

o one of the following:
= (Click Save.

The filter/trigger setup and all of its child setup dialog box selections
are saved 1o the current file displayed in the File box. You remain in the
Filter/Trigger Setup dialog box.

«  (Click Save As.

The Save As dialog hox is displayed, which allows you to save the
filter/trigger selections to another filename (with extension .FLT) and
location.

¢ Click OK on both the Filter/Trigger Setup dialog box and the Fast
Ethernet Main Setup dialog box.

The filter/ftrigger setup and all of its child setup dialog box selections
are accepted, and after choosing OK on the main setup dialog box, are
saved to the current filter file.
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The cancel operation is no longer valid if you have saved the dialog box

selections to the filter/trigger file prior to clicking Cancel on the Filter/Trigger
Setup dialog box.

6.8. Canceling Filter/Trigger Utility Selections

You can use the Cancel button on the Filter/Trigger Setup dialog box to cancel
the Filter/Trigger Setup dialog box selections, and all of its child setup dialog box
selections.

The OK and Cancel butions on the Filter/Trigger Setup dialog box determine the
disposition of all of the filter/trigger setup dialog box selections. if the OK button
has been selected on a child setup dialog box, those child setup dialog box
selections can be removed by choosing the Cancel button on the Filter/Trigger

Setup dialog box.
To cancel filter/trigger utility selections:

1. To cancel fiter/irigger selections on an individual child setup diaiog box,
ciick Cancel from the filter/trigger child setup dialog box.

The selections on the child dialog box are not accepted, and you return to
the Filter/Trigger Setup dialog box.

2. To cancel all filterftrigger setup dialog box selections (including all child
setup selections), click Cancel from the Filter/Trigger Setup dialog box.

None of the filter/trigger dialog box selections since the last save operation
are.accepted, and you return to the Fast Ethernet Main Setup dialog box.

The cancel operation is no longer valid if you have saved the dialog box

selections 1o the fiiter/trigger file prior to clicking Cancel on the Fiker/Trigger
Setup dialog box.

6.9. Managing the Filter/Trigger List

Up to eight filter/trigger definitions can be set up in the Filter/Trigger List of a
filter file, in addition to the Find Anywhere filter/irigger.

You can add or delete filtter/trigger definitions from the Filter/Trigger List on the
Filter/Trigger Setup dialog box.
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6.9.1.

6.9.2.
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Adding a New Definition to the Filter/Trigger List

You can add a new definition to the Filter/Trigger List on the Filter/Trigger
Setup dialog box by creating a filter/trigger definition or copying a definition from
another filter/trigger file to the filter/trigger list.

Copying a Definition to the Filter/Trigger List

You can copy a filtter/irigger definition from another filter/trigger file using the
import Filter/Triggers dialog box {Figure 6-7}.
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Figure 6-7. Import Filter/Triggers dialog box

To copy a definition to the filter/trigger lisi:

1.

From the Filter/Trigger Setup dialog box, click Import.

The Open dialog box is displayed, and the filter/irigger files with extension
FLT are displayed in the file list box.

Select the filter filename and location from which you want 1o copy and click
OK.

The Import Filter/Triggers dialog box is displayed to copy existing
filter/trigger definitions to the current filter file.

From the Import From list, select the filter/trigger definition you want to add
to the current filterftrigger file (Import To).

The filter/trigger definition that you selected is highlighted.
Click Add.

The filterftrigger definition that you selected in the Import From list is
copied to the file displayed in the Import To box.
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5. Click OK.

The filter/trigger definitions that you copied are added and displayed in the
Filter/Trigger List. You return to the Filter/Trigger Setup dialog box.

The filterftrigger definition remains intact in the filter file from which it was copied.

6.9.3. Deleting a Definition From the Filter/Trigger List

You can remove a definition from the Filter/Trigger List using the Delete button
on the Filter/Trigger Setup dialog box.

To delete a definition from the filter/trigger list:

1. Under Filter/Trigger List on the Filter/Trigger Setup dialog box, select the
filterftrigger definition that you want to delete.

The filter/trigger definition that you selected is highlighted.
2. Click Delete.

The filter/trigger definition is removed from the filter/trigger list.

6.10. Managing Filter/Trigger Files

The default filter/trigger file for the DominofE analyzer is called FILTER.FLT.

Every time you set up a filter/trigger for a new application, the FILTER.FLT file is
opened as the default file.

In addition to the default FILTER.FLT file, you can open and save other
filter/trigger files (with extension .FLT) from the Filter/Trigger Setup dialog box.
Filterfrigger files can be opened from or saved o any directory location. You can
also import, or copy, filterftringer definitions between filterftrigger files.
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6.10.1. Opening a Filter/Trigger File

You can open an existing filter/trigger file using the Open button on the
Filter/Trigger Setup dialog box.

filter flt

4y
Filter files {~

Figure 6-8. Open Dialog Box for filter/trigger files

To open a filter/trigger file:
1. From the Filter/Trigger Setup dialog box, click Open.

The Open dialog box is displayed (Figure 6-8), and the filter/irigger files with

extension FLT are displayed in the file list box.

2. Belect the location and name of the filier/irigger file that you want to open,
and click OK.

You return o the Filter/Trigger Setup dialog box. The name of the
filterftrigger file that you opened is displayed in the File box, and the
contents of the filterftrigger file that you opened is displayed.

6.10.2. Saving a Filter/Trigger File

6-22

" You can save all of the filter/trigger dialog box selections to the filter/trigger file

that is currently open by clicking OK or Save on the Filter/Trigger Setup dialog
box.

You can save the current filter/trigger file to another filterftrigger fite with a new

name and location using the Save As bution on the Filter/Trigger Setup dialog
box.

o — g
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To save the current filter/trigger file as another filter/trigger file:
1. From the Fifter/Trigger Setup dialog box, click Save As.
The Save As dialog box is displayed.

2. Enter the location and name of the filterftrigger file that you want to save,
and click OK.

The contents of the open filter/trigger file is saved to the filterfirigger
filename and location that you selected. You return to the Filter/Trigger
Setup dialog box, where the newly saved filter/trigger file is displayed.

The contents of the filter/trigger file from which the Save As operation was
nerformed remains intact with its original fiiename and location.

6.10.3. Importing a Filter/Trigger File

You can import, or copy, custom fitter/trigger definitions between filter/trigger files
using the Impon Filter/Triggers dialog box. A maximum of nine filterftrigger
definitions can be stored in a filter/trigger file, including the Find Anywhere
filterftrigger. You can only copy definitions to the filter/trigger file if the destination
filter/trigger file contains less than eight custom fitter/trigger definitions.

Definitions can only be copied between filterftrigger files in one direction—ifrom
the second filter/trigger file (Import From) to the original filter/trigger file opened
in the Filter/Trigger Setup diatog box {Import To).
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7. Setting Up for Auto-Negotiation

7.1. NWay Auto-Negotiation Overview

When the analyzer is configured for a TX Emulate connection, the DominoFE

analyzer supports the NWay Auto-Negotiation algorithm according to the IEEE
802.3u specification.

Auto-Negotiation allows a network device o advertise its supported modes of
operation out of band to a device at the remote end of a link segment. The
network devices determine a compatible transmission mode based upon their
advertised abilities. When more than one compatible transmission mode is

available, a priority resolution tabie aliows the devices to agree upon a single
mode of operation.

The DominoFE analyzer supports 100 Mbps full-dupiex, 100 Mbps half-duplex,
10 Mbps full-duplex, and 10 Mbps half-duplex transmission modes. The default
analyzer setup enables the NWay Auto-Negotiation option and advertises all
transmission modes. The network speed and duplex mode can be manually set
up when the NWay AutoNegotiation option is disabled.

If you want to support NWay Auto-Negotiation between two DominoFE
analyzers that are connected back-to-back, then both interfaces must have the
NWay Auto-negotiation option enabled. Itis not a valid test configuration if
only one analyzer is set up for NWay-Autonagotiation.
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Setting Up Auto-Negotiation Advertisement Options

You can set up the DominoFE analyzer auto-negotiation advertisement options
using the Auto-Negotiation Advertisement Setup dialog box. Auto-negotiation is
only supported when the interface is configured for the TX Emulate (MD} or
MDIX) connection mode.

{Auto-N egotiétinn Advertizement S etup -;t_i

¥ 100 BASE-TX Half Duplex

10 BASE-T Full Duplex

¥ 10 BASE-T Half Duplex

Figure 7-1. Auto-Negotiation Advertisement Setup dialog box

To set up auto-negotiation advertisement options:

1. Be sure the interface is configured for TX Emulate (MDI or MDIX) on the
Fast Ethernet Main Setup dialog box.

2. Under Interface Parameters on the Fast Ethernet Main Setup dialog box,
enable the NWay AutoNegotiation option.

A checkmark is displayed in the checkbox beside the NWay
AutoNegotiation option when the option is enabled. The AutoNeg button

is enabled and the Speed and Duplex options for manual set up are
disabled.

3. Click AutoNeg.
The Auto-Negotiation Advertisernent Setup dialog box is displayed.
4, Select one or more of the transmission modes that you want to advertise.

A checkmark is displayed in the checkbox beside the option(s) that you
enabled. The default selection enables all auto-negotiation advertisement
options.
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Click OK.

The options that you selected are accepted, and you return fo the Fast
Ethernet Main Setup dialog box.

Click OK.

The setup selections are saved, and you return to the Workbench screen or

to the Real Time screen. From Real Time, a prompt is issued about

whether to restart your application before returning you to the Real Time
screen.
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8. Transmitting Network Traffic

8.1. Frame Transmission Overview

The DominoFE analyzer allows you to define, import, and transmit test frames at
speeds of 10 Mbps or 100 Mbps on an Ethernet network when the analyzer is
configured for TX Emulate or Mil Emulate.

There are three main functions to perform when setting up the analyzer for frame
transmission;

+  Setting up transmit frames.
*  Setfting up the transmit queue.
»  Setting up the transmit method.

The Transmit Screen is the main window from which all of the frame transmit
functions are performed. The Transmit Screen allows you to select available
frames for the transmit queue and to start and stop transmission of the queue.

From the Transmit Screen, you can access the following setup dialog boxes:
+  Transmit Frame Setup dialog box to define and edit frames,

»  Capture Frame Selections dialog box to import frames from an opened
capture file.

+  Transmit Queue Setup dialog box to set up the transmit queue and
additional frame parameters.

» Transmit Method Setup dialog box to specify the frequency of transmission
for the entire transmit queue.

All frame transmit parameters are saved to a default transmission file called
TRANSMIT.BTX, which is stored in the root directory for the analyzer (for
exampie, CADOMINO\DOM2 for the second analyzer in a stack).
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8.2.

8-2

Understanding the Transmit Buffer and Queue

The DominoFE analyzer uses bhoth a transmit buffer and a transmit queue to
transmit the frames that you have selected on the Transmit Screen. In setting up
the analyzer to transmit frames, it is important to understand the size limits for
the transmit buffer and queue and how the buffer and queue work together.

Transmit Buffer Capaciiy

The transmit buffer holds each frame that you have selected for transmission on
the Transmit Screen, up to a total of 256 KB. The buffer does not hold all of the
available frames that you have created or imported on the Transmit Screen—
only those frames that you have selected.

" You will exceed the transmit buffer capacity by:

»  Selecting too many frames, whose total byte count exceeds 256 Ki3.

*  Modifying the size of a selected frame that would increase the total byte
count for all selected frames above 256 KB.

Transmit Queue Capacity

When you select the frames you want fo tfransmit, the frames are loaded into the
transmit buffer and then entered into the transmit queue. The queue controls the
transmission parameters for each of the frames in the transmit buffer. [t keeps
track of the number of times a frame is transmitted and the order in which frames
are transmitted by using pointers to the frames in the 256 KB transmit buffer.

The transmit queue supports transmission of up to 1000 frames (unique or
repeated). A pointer is allocated for every frame in the queue, and for every
number of times a frame is repeated in the queue, up to a total of 1000.

You will exceed the transmit queue capacity by:

»  Selecting more than 1000 individual transmit frames on the Transmit
Screen.

+  Selecting transmit frames on the Transmit Screen and repeating those
frames more than 1000 times cumulatively using the Repeats option on the
Transmit Gueue Setup dialog box.
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Setting Up the Analyzer to Transmit Frames

Use the Transmit Screen to set up the analyzer to transmit frames. Once you
have defined or imported frames for transmission, the most basic transmit setup
procedure invoives selecting from the available frames for transmission and
starting the transmit queue. In this case, the default transmit queue options and
transmit method options are used.

L%t Transmit Screen - FastEthemnet:D2
- Transmit Coatrol oo 1 oo Tx CEg-=y |
. s PN Sﬁtw"_z V—‘-Transmit MD("E"‘"'_""""‘"""'""““_
H £ Quens i
Method: Single i weirization [m 1w
Expected Tix Btil: 3006 % ;
Frame  §ize Bytes 0-15
!...“. 0 &3 AR 00 04 09 8C CY? AR §0 04 60 FA BR 68 00 45 60
v 1 1518 AR D0 00 0% GO 00 AR OO 04 GO0 66 44 40 03 22 60
f F4 43 ¢ 9¢ £8 09 60 B KA 06 04 88 FR BR 43 00 4% 20
i” 3 93 0C 06 0C 1 16 9B 00 OO 0F 91 1§ K 90 0B 08 4D
S £ 61 0% 086 69 F6 67 631 02 60 8C 40 46 31 80 IB W 12
- 5 134 00 74 68 3D 06 0O 02 &0 BC 17 77 46 BB AW FF FF
i [3 [T RA 00 02 00 29 4 RA 0D 04 00 @7 04 68 69 45 00
%M ? 164 39 04 2B 02 08 06 AR 60 84 00 #%5 P2 €0 83 92 09
37 4 64 00 89 16 90 &0 C6 96 8D 146 4K 84 OF 81 €0 28 o0
G BT AN o oo e e e
3 Byte Count: 1584 of 762144

Figure 8-1. Transmit Screen

From the Transmit Screen, you can access additional setup dialog boxes to
define new or edit existing frames, import frames from a capture file, and modify
the default transmit queue and transmit method options.

To set up the analyzer to transmit frames:

1. Be sure the analyzer is configured for an Emulate connection.

You choose the connection type on the Fast Ethernet Main Setup dialog
box.

2. I the frame you want to transmit is not in the list of frames on the Transmit
Screen, set up a new fransmit frame, modify an existing frame, or import a
frame from a capture file.

The availabte frames for the transmit queue are displayed in the frame list
on the Transmit Screen.
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3. From the Transmit Screen, select the frames that you want to transmit.

The boxes next to the frames you want to transmit contain a checkmark,
and the selected frame is placed inte the trapsmit buffer and queue.

After you have selected frames for the queue, you can start frame
transmission. The queue will be transmitted according to the default
transmit gueue options and transmit method options. If you are currently
transmitting frames, you must stop and restart frame transmission to apply
the new setup changes.

4. If you want to modify the queue order or edit a queue entry, set up the
transmit queue options.

The transmit queue options are set up in the Transmit Queue Setup dialog
box.

5. If you want to modify the number of times the queue is transmitted, set up
the transmit method option.

The transmit method is set up in the Transmit Method Setup dialog box.

6. If you are currently transmitting frames, you must stop and restart frame
transmission to apply the new setup changes.

+ Frames are selected for transmission on the Transmii Screen, but the order
in which they are actually transmitted is determined by the transmit queue.

= fyou do not save the transmit file, the frame setup and all transmit dialog
box selections are only available for the current transmit session.

Selecting Frames for Transmission

You can select all available frames or individually select frames for transmission
on the Transmit Screen up to the limits of the transmit buffer (256 KB) and
transmit queue (1000 entries). Frames are selected for transmission on the
Transmit Screen, but the order in which they are actually transmitted is
determined by the transmit queue.

The Transmit Screen displays the frame number, the frame size, and the first 16
bytes of each available transmit frame. A checkbox next to each frame specifies
whether or not the frame is selected for the transmit buffer and queue. You can
use the Byte Count display field on the Transmit Screen to track the number of
selected bytes out of the total 256 KB transmit buffer capacity.
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When you choose the All button from the Selections box on the Transmit
Screen, the analyzer attempts to sequentially load as many frames as it can
compietely fit within the transmit buffer and queue. if the transmit buffer capacity
or queue capacity is reached before all frames can be loaded, a message is
issued. You may be able to individually select additional frames to fit into the
remaining area of the transmit buffer.

To select/ciear frames for transmission:

1. From the Transmit Screen, use the scroll box or scroll arrows to display the
available frame you want to select or clear.

Up to ten available transmit frames are displayed at one time, in numerical
frame order, on the Transmit Screen.

2. Do one of the following:

»  Toindividually select or clear a transmit frame, select the checkbox
next to the frame.

A checkmark is displayed in the box next to the frame that you
selected, and the frame is enfered into the transmit buffer and added to
the bottom of the transmit queus. When a frame is cleared, the
checkmark is removed and the frame is cleared from the transmit buffer
and queue.

+  To select all transmit frames, click All in the Selections box.

The analyzer sequentially ioads as many frames as it can fit into the
transmit buffer and the transmit queue. A checkmark is displayed in the
box next to each selected frame.

=  To clear all transmit frames, click None in the Selecticns box.
The analyzer clears all frames from the transmit buffer and queue.

3. If you are currently transmitting frames, you must stop and restart frame
transmission to apply the new setup changes.
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8.5. Importing Capture Frames for Transmission

You can use the Capture Frame Selections dialog box to import frames from a
capture file to the fransmit list on the Transmit Screen. You can open a capture
file and import up to 1000 frames from it.

I Capture Frame Selections
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Figure 8-2. Capture Frame Selections dialog box

The range of capture frames that are displayed from the capture file is controlled
by the Current Dispiay Range scrolf bar option, which allows you to select and
display 300-frame blocks from the capture file. You can use the vertical scroll
box 1o the right of the capture list to view other frames within the selected 300-
frame block.

You can import up fo the first 1536 bytes of original data for each captured
frame. Once you have imported capture frames for transmission, they are B
available for selection to the transmit queue from the Transmit Screen, When a S
capture frame with length greater than 1536 is selected for the transmit queue, -
the first 1536 bytes of data are retained, and the remainder of the frame is
padded with hexadecimal ASs.

The original FCS of an imported capture frame is copied by the analyzer but is
not used by defauit. Since appending an FCS is the default option in the
analyzer’s transmit queue setup, the imported frame has a new FCS generated
by the analyzer. If you want to use the original FCS of the imported capture
frame, increase the frame size by 4 bytes on the Transmit Frame Setup dialog
box and then clear the Append FCS option for the frame on the Transmit Queue
Setup dialog box.
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To import capture frames for transmission:

1.

From the Transmit Screen, click Import and open the capture file from
which you want to copy frames.

The Capture Frame Selections dialog box is displayed.
Select the 300-block range of capture frames that you want to display.

You can use the Current Display Range scroll bar to change the range of
frames availabie for display in the Capture Frame Selections dialog box.

Select and add up to 1000 capture frames.

The Frame ID of the capture frames that you added are displayed in the
Transmit List on the Capture Frame Selections dialog box. You can add up
to 300 frames at one time. Repeat the process to add additional frames.

Click OK.

You return to the Transmit Screen and the capture frames that you imported
are displayed in the transmit list.

Select the frames that you want to transmit.

8.5.1. Opening a Capture File

You can open a Domino capture file to import capture frames for the DominoFE
interface using the Import button on the Transmit Screen.

cleol.cap
cleoZ.cap
clend.cap
clenS_cap
cleob_cap
clesé cap £ caplure

i endemo.cap 1 isd

fddidema. cap

Capture fites [*.capl}

Figure 8-3. Open diatog box for capture files
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To open a capture file;
1. From the Transmit Screen, click Import.

The Open dialog box is displayed (Figure 8-3), and the capture files in the
root installation directory with extension .CAP are displayed in the file list
box.

2. Select the location and name of the capture file that you want to open, and
click OK.

The Capture Frame Selections dialog box is displayed (Figure 8-2).

Displaying Capture Frames

You can select the range of capture frames in the open capture file to be
displayed on the Capture Frame Selections dialog box using the Current
Display Range scroll bar option.

The iotal number of frames that are contained in the capture file is displayed in
the Total Frames in File box. Not ali of the capture frames from a large capture
file can be displayed at one time in the Capture List box. The Current Display
Range scroll bar allows you to page down proportionally through the frames in
the capture file to select a 300-block range of frames for display.

The numbers to the left and right of the Current Display Range scroll bar
represent the frame IDs of the first frame in the range and the last frame in the
range, respectively. (Note that if the frame IDs between the first and last frames
are not numbered consecutively, it may not appear that 300 frames are being
displayed.)

The Capture List box displays the frame |D, size, and the first 16 bytes of each
captured frame in the specified range of the capture file. You can use the vertical
scroll box to the right of the capture list to view other frames in the selected
range.

To select the current display range:

4 In the Cwrrent Display Range scroll bar, do one of the following:

*  To adjust the range up or down by a single frame at a time, select the
left or right scrofl arrow.

= To adjust the range proporticnaily within the capture file, move the
scroll box.

s To select the next block of 300 frames, select any area within the
horizontal scroll bar to the right of the scroll box.
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To display frames in the current range:

+ LUnder Capture List, select the up or down scroll arrow or move the scrolt
box to view other frames in the selected 300-block range.

8.5.3. Adding a Capture Frame to the Transmit List

You can add 300 capture frames at a time to the Transmit List, up to a total of
1000 capture frames, using the Add or Add Al butions on the Capture Frame
Selections dialog box. i you attempt to add more than 1000 frames, the surplus
frames will not be accepted.

You can select a single frame, mulliple frames, or all frames to be added to the
transmit list. The Capture Frame Selections dialog box supporis extended
selection, so you can select multiple frames using a Shift-click, Cirl-click, or hold
and drag sequence with the left mouse button. The same capiure frame cannot
be added to the transmit list more than one time.

When a capture frame has been selected for the transmit list, the frame is set up
with its original size, but only the first 1536 bytes of the original data are retained
in the frame. When the frame is selected for the transmit queue, the remaining
bytes are padded with ABs to complete the full capture frame length.

To add a capiure frame to the transmit list:

¢+ Do one of the foliowing:

« To add a single frame or group of frames to the transmit list, select the
frames that you want to add and click Add.

The frames that you selected are highlighted, and the frame ID of the
frames that you added are displayed in the Transmit List box.

« To add all frames to the fransmit list, click Add All.

The frame 1D of the frames that you added are displayed in the
Transmit List box.

You can double-click with the mouse on a single frame that you want to selectto
automatically add it to the transmit list. :
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8.5.4. Deleting a Capture Frame From the Transmit List

You can remove one or more capture frames that you just imported to the
fransmit ist using the Delete button on the Capture Frame Selections dialog box.
The Capture Frame Selections dialog box supports extended selection, so you
can select multiple frames using a Shift-click, Cirl-click, or hold and drag
sequence with the left mouse button. The delete function removes the frame ID
from the transmit list but leaves the original frame in the capture file intact.

If you want to delete a capture frame after you have already imporied and added
it to the transmit list on the Transmit Screen, you can use the Delete button on
the Transmit Screen.

To delete a capture frame from the transmit list:

1. Under Transmit List, select the frame ID or group of frame [Ds that you
want 1o delete.

The frame 1Ds that you selected are highlighted.
2. Click Delete.
The selected frame {Ds are removed from the transmit list.
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8.6. Creating a Transmit Frame

You can use the Transmit Frame Setup dialog box (Figure 8-4) and the Frame
Setup Wizard to create a new frame. From the Transmit Frame Setup dialog
hox, you can define a frame between 4 and 8192 bytes long and use the Fill
Control options 1o specify a hexadecimal pattern to be replicated within the
frame.

~Exame Contents (Hex)

{OEFset

e [ EE e ) e e ] ) ] ] e e e e
e | ] ] ] e ) ] ) o e e
SIS o o o oo o o oo o comfcom oo
TP o oo B o o oo o o o e

Transmit Frame Setup

~¥ill Control {Hex) -

Froame Number . Pattexm From Offsat For Length Incvement

N Ej[] o o i

a i 2 3 4 5 3 ? S 2 i B 0 ] 13 3

Figure 8-4. Transmit Frame Setup dialog box

To easily set up the source and destination address fields and protocol
encapsulation information, you can use the Frame Setup Wizard by clicking the
Frame Setup button.

To create a transmit frame:

1.

From the Transmit Screen, click New in the Frames box.

The Transmit Frame Setup dialog box is displayed with the next available
frame number,

Under Frame Size, enter the size (in bytes including FC3) of the frame you
want to define.

The frame size is entered in decimal, between 4 and 8192 bytes.

To enter hexadecimal values in the bytes of the frame, do one of the
following:

»  [n the Fill Control box, select the options to replicate a fill pattern in the
frame.
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8.12

« inthe Frame Contents box, enter the values directly in the byt
locations. :

The fill pattern or byte values that you entered are displayed in hexadecimal
in the byte locations that you selected.

4. To open the Frame Setup Wizard to specify protocol-specific addressing
and encapsulation options, click Frame Setup. The Frame Setup Wizard -
Ethernet dialog box is displayed (Figure 8-5).

Select the protocol options that you want to specify, and click Finish to
return to the Transmit Frame Setup dialog box. -

5. Click OK.

Protocol validation is performed on the first 1536 bytes of the fransmit
frame. If there are any errors, such as a mismatch between the frame
length specified in the Ethernet header and the length of the frame in the
Transmit Frame Setup dialog box, then you are given an option to correct
the problem.

The frame that you specified is accepied, and you return to the Transmit
Screen. The frame number, size, and first 16 bytes of the frame that you set
up is displayed in the Transmit Screen.

The specified frame size does not determine how many bytes can be edited in
the Frame Contents boxes. You can always edit 1536 bytes regardiess of the
frame size.

For more information about setting up a transmit frame using the Frame Setup
wizard, see Section 8.7, “Using the Frame Setup Wizard” in this chapter.

Selecting the Frame Size

You can select or modiy the size of a transmit frame in the Frame Size box on
the Transmit Frame Setup dialog box (Figure 8-4). The frame size (in bytes) is
entered in decimal format, and can be between 4 and 8192 bytes. The frame
size does not include the number of FCS bytes, which are appended io the
frame when the Append FCS option is enabled.

Very short frames (less than 20 bytes) with a minimum interframe gap of 1.2
microseconds cannot be fransmitted reliably in continuous mode.
To select the frame size:

4+ Under Frame Size on the Transmit Frame Setup dialog box, enter the size
of the frame (as a decimal number of bytes).

The size that you entered is displayed in decimal in the Frame Size box.
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= The total number of bytes in a transmit frame is the frame size plus four
bytes for the FCS, if appended.

*  The byte count on the Transmit Screen displays the total number of bytes
rounded to the nearest multiple of 4 for each selected frame. So, a frame
that is 65 bytes long is counted as a 68-byte frame, a 5-byte frame is
counted as an 8-byte frame, and so on. The total number of bytes displayed
on the Transmit Screen would be 76 bytes for a 65-byte frame and a 5-byie
frame.

Selecting a Fill Pattern

You can use the Fill Control box on the Transmit Frame Setup dialog box
(Figure 8-4) to quickly enter the same hexadecimal data pattern into multiple
bytes of the frame. You can also increase the value of each subsequent byte {in
the specified range) by an incremental value. All values are specified in
hexadecimal format.

For example, a pattern AB from offset 0 for length 10, will fill bytes 0 through 9
with the vaiue AB. A pattern 00 from offset 10 for length 5 with an increment of 2,
will fill byte 10 with 00, byte 11 with 02, byte 12 with 04, byte 13 with 06, and
byte 14 with 08.

This function is useful when you want to set up most of the frame, or a large
group of bytes in the frame, with the same pattern. You can fill the entire frame
with the specified pattern and then go back to edit the specific bytes that you
want to change.

To select a fill patterm:

1. Under Pattern on the Transmit Frame Setup dialog box, enter the value that
you want to repeat in specified bytes of the frame.

The hexadecimal value that you specified is displayed in the pattern box,

2. Under From Offset, enter the beginning offset of the byie to contain the
pattern.

When the fill is performed, the pattern will be entered in the byte position
that you specified.

3. Under For Length, enter the number of bytes from the offset byte o contain
the pattern.

When the filt is performed, the pattern will be replicated for the number of
bytes that you specified.

4. Under Increment, enter the value to be added to each previous byte
pattern.
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8.7.

8-14

When the fill is performed, the first byte will contain the pattern. Each
subsequent byte specified for the fill will contain the replicated value of the
previous byte, increased by the value that you specified.

5. Click Fill,

The pattern that you specified is entered in the corresponding bytes of the
Frame Contents box.

Using the Frame Setup Wizard

You can use the Frame Setup wizard to create or modify a frame that you want
to transmit from the DominoFE analyzer. The Frame Setup wizard allows you to
specify protocol-specific information including source and destination addressing
and encapsulation options for your transmit frame. You can access the Frame
Setup wizard from the Transmit Frame Setup dialog box, when you create a new
frame or edit an existing transmit frame.

Addresses
| Destination [ETETEIEGEN | | Lo o Tyeer
i " Multicast |
| | Souce  [0080-16AE-00-SC | | [Broadeast |
Ethemet Format -~ Protocol Type
I —
- | S Ethemet I £ IEEEB02.3 {with LLECY g IP

Length |45 :

g |

Figure 8-5. Frame Setup Wizard - Ethernet dialog box

The first wizard dialog box {Figure 8-8) allows you to specify the Ethemnet options
for the transmit frame including MAC addresses, address type, Ethernet frame
format, and the next-layer protocol type. From there, depending on the Ethernet
frame format that you selected and the next-layer protocol fype, you can access
the following wizard dialog boxes to set up other protocol information:

+  Frame Setup Wizard - IP—Allows you to specify IP source and destination
addresses, the total frame length, next layer protocol, and checksum.

= Frame Setup Wizard - UDP—Allows you to specify the UDP source and
destination ports and the data length in the header for the UDP frame.
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«  Frame Setup Wizard - ARP—Allows you to encapsulate an ARP Request or
an ARP Reply frame in the Ethernet frame. :

«  Frame Setup Wizard - MAC Control-—Allows you to set up a MAC Pause
Control frame.

*  Frame Setup Wizard - 802.1g—Allows you to specify values for the user
priority and virtual LAN (VLAN) identifier (ID) in the Tag Conirol Information
(TCI) field of the tag header.

If you are modifying an existing frame that contains information for other protocol
types in its fields, the Frame Setup Wizard indicates Unknown in the Protocol
Type or Next Layer Protocol options. This means that the Frame Setup Wizard
detects information that cannot be shown in the wizard setup, but that -
information will remain intact in the frame.

To use the frame setup wizard:
1.  From the Transmit Frame Setup dialog box {Figure 8-4), click Frame Setup.
The Frame Setup Wizard - Ethernet dialog box is displayed (Figure 8-5).

2. Select the Ethernet options. The Ethernet Format that you select
determines the available choices in the Protocol Type option.

3. Choose one of the following buttons (when available) according ioc the setup
task that you want to perform:

«  To set up additional protocol options (if you selected a next-layer
protocol type), click Next.

« To go back to a previous wizard setup dialog box, click Back.

«  To accept the setup selections that you made and return to the
Transmit Frame Setup dialog box, click Finish.

+  To abandon the setup selections that you made and return to the
Transmit Frame Setup dialog box, click Cancel.

» To get more information about the options on the wizard dialog box,
click Help. '

8.7.1. Setting Up the Source and Destination Address

You can use the Frame Setup Wizard - Ethernet dialog box (Figure 8-5) to select
the destination address type and specify the source and destination address
fields for a frame that you want to transmit. From the Frame Setup Wizard -
Ethernet dialog box, you can continue to specify higher-level protocol
addressing, such as IP, when you choose IP for the Protocol Type option and
click Next.
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To set up the source and destination address:

1.

From the Transmit Frame Setup dialog box, click Frame Setup.
The Frame Setup Wizard - Ethernet dialog box is displayed.

To specify the destination address type, do one of the foliowing in the Dest
Addr. Type box:

»  Select MuRicast,
The multicast bit is set in the destination address of the transmit frame.
«  Select Broadcast.

A destination address of FF-FF-FF-FF-FF-FF is specified for the
transmit frame.

In the Addresses box, type the six-byte hexadecimal destination and
source address fields (with each byte separated by a hyphen) in the
corresponding Destination and Source edit boxes.

The default destination address is 00-80-16-00-80-C0. The default source
address is 00-80-16-0¢-x¢-xx, where 00-80-16 is the manufacturer's 1D, and
XX-Xx-%x s a unique identifier that is read from the DominoFE anaiyzer.

Click OK.

The dialog box selections are accepted, and you retum to the Transmit
Frame Setup dialog box. The destination and source address fields that you
specified appear in offsets 0 through 11 of the Frame Contents box.

Setting Up the Length/Type

Use the Frame Setup Wizard - Ethernet dialog box (Figure 8-5) to specify the
length or protocol type of the Ethernet frame that you want to transmit.
Depending on the type of Ethernet frame format that you are setting up, you can
specify either the frame length (for Ethernet il) or the protocol type (for IEEE
802.3).

To set up the length/type:

1.

From the Transmit Frame Setup dialog box, click Frame Setup.
The Frame Setup Wizard - Ethernet dialog box is displayed.

To specify the frame length, choose the IEEE802.3 {(With LLC) format and
enter a decimal value (representing the two-byte hexadecimal value) in the

Length box for the length of the frame.
To specify the protocol type, select a protocol in the Protocol Type box.
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Click Finish.

The dialog box options that you selected are accepted, and you return to
the Transmit Frame Setup dialog box. The Length/Type field that you
specified appears in offsets 12 and 13 of the Frame Contents box.

8.8. Modifying a Transmit Frame

You can select an existing transmit frame on the Transmit Screen to edit the
frame size and contents. This is useful for modeling a new frame from an
existing transmit frame, or an imported capture frame.

To modify a transmit frame:

1.

4.

From the Transmit Screen, move the mouse pointer to the frame you want
to modify and double-click on the frame.

The Transmit Frame Setup dialog box is displayed (Figure 8-4), and you
can edit the frame contents.

To edit the frame using the Frame Setup wizard, click Frame Setup.

The Frame Setup Wizard - Izthernet dialog box is opened showing the
contents of the Ethernet frame header for the frame that you selected.

= To modify other protocol iayer settings, click Next until you have
completed all of your selections.

»  Then, click Finish.
When you have completed editing the frame contents, dlick OK.

The changes that you made 1o the frame are accepted, and you return to
the Transmit Screen.

if you are currently transmitting frames, you must stop and restart frame
transmission to apply the new setup changes.

If you do not save the transmit file, the frame contenis are only saved for the
current Transmit session.
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8.9.

8.10.

818

Deleting a Transmit Frame

You can remove one or more existing fransmit frames on the Transmit Screen
using the Delete button.
To delete a transmit frame:

1.  From the Transmit Screen, select the frame that you want to delete, To
select multiple transmit frames, use any Windows extended selection
method including Shift-Arrow, Shift-Click, Cirl-Click, or a hold and drag
combination with the left mouse button.

The frames that you selected are highlighted.
2. Inthe Frames box, click Delete.
The frames are removed from the Transmit Screen.

3. i you are currently transmitting frames, you must stop and restart frame
transmission to apply the new setup changes.

if you do not save the transmit file, the frame is only removed for the current
Transmit session.

Setting Up the Transmit Queue
You can use the Transmit Queue Setup dialog box (Figure 8-6) to do the
following:
¢ Change the order of the queue eniries.
+  Modify a frame number.
¢ Specify the number of times to repeat a frame.
«  Specify the interframe or interpacket gap.
s Append a frame check sequence.

+  Insert a symbol error.
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Figure B-6. Transmit Queue Setup dialog box

Frames that are available for transmission are selected for the transmit queue
from the Transmit Screen. The default order that frames are entered into the
gueue is in sequential order, by frame number. Frames are transmitted from top
to bottom of the queue.

The transmit gueue can hold a total of 1000 frames, including the frame repeat
counts. For example, you can select one frame to be repeated 1000 times, or
you can select five frames to each be repeated 200 times. You can select any
multipie combination of frames and repeat counts, as long as the total frame
count {including repeated frames) does not exceed 1000,

if no changes are made fo the transmit queue, frames are transmitied in default
order using the default queue setup options (1 for Repeats, 12 Interframe Gap
units, and Yes to Append FCS for all entries in the queus).
To set up the transmit queue:
1. Under Transmit Mode on the Transmit Screen, select Queue.
The Q Setup button is enabled.
2.  Under Transmit Control, click Q Setup.
The Transmit Queue Setup dialog box is displayed.
3. Fromthe List box, modify the list of queue entries.

The default order for queue entries is in sequential order, by frame number.
Frames are transmitted from fop to bottom of the queue.

4. In the Queue Entry Edits box, specify the queue entry options and choose
the Accept button.
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The queue entry options that you specified are accepted, and you return to
the Transmit Screen.

5. [f you are currently transmitting frames, you must stop and restart frame
transmission to apply the new setup changes.

The Transmit Method 'Setup dialog box allows you to specify the frequency of
transmission for the entire queue.

8.10.1. Adding a Frame to the Queue

You can add a default entry (frame number 0) to the transmit queue using the
Add button in the List box on the Transmit Queue Setup dialog box {Figure 8-8).
The transmit queue can hold a total of 1000 frames, including the frame repeat
counts.

Te be a valid queue entry, the default frame number must be modified to match
one of the frame numbers already selected for the queue on the Transmit
Secreen,
To add a frame to the queue:
1. Inthe List box on the Transmit Queue Setup dialog box, click Add.

A default entry (frame number 0} is added to the end of the queue.

2. i necessary, edit the frama number of the new queue entry to match one of
the frame numbers selected on the Transmit Screen.

3. Click OK.

The Transmit Queue Setup dialog box options that you selected are
accepted, and you return to the Transmit Screen.

4. H you are currently fransmitting frames, you must stop and restart frame
transmission to apply the new setup changes.

8.10.2. Inserting a Frame in the Queue
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You can insert a default entry (frame number 0} in the transmit queue using the
Insert button in the List box on the Transmit Queue Setup dialog box (Figure 8-
6). The transmit queue can hold a total of 1000 frames, including the frame
repeat counts.

To be a valid gueue entry, the default frame number must be modified to match
one of the frame numbers selected on the Transmit Screen,
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To insert a frame in the queue:

1.

From the Transmit Queue Setup dialog box, select the queue entry
immediately below the position you want to insert the new entry.

The queue entry that you selected is highlighted.
Inn the List box, click Insert.

A default entry (frame number 0) is inserted immediately above the queue
entry that you selected.

if necessary, edit the frame number of the new queue entry to match one of
the frame numbers selected on the Transmit Screen.

Click OK.

The Transmit Queue Setup dialog box options that you selected are
accepted, and you return to the Transmit Screen.

If you are currently transmitting frames, you must stop and restart frame
transmission to apply the new setup changes.

8.10.3. Deleting a Frame From the Queue

You can deiete an entry from the transmit queue using the Delete button in the
List box on the Transmit Queue Setup dialog box (Figure 8-6).

To delete a frame from the queue:

1.

From the Transmit Queue Setup dialog box, select the queue entry that you
want to delete. :

The queue entry that you selected is highlighied.

in the List box, click Delete.

The entry that you selected is removed from the queue.
Click OK.

The Transmit Queue Setup dialog box options that you selected are
accepted, and you return to the Transmit Screen.

H you are currently transmitting frames, you must stop and restart frame
transmission to apply the new setup changes.
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8.10.4. Editing a Queue Entry

You can use the options in the Edit Queue Entry box on the Transmit Queue
Setup dialog box (Figure 8-6) to:

+«  Modify a frame number.
+  Specify the number of times to repeat a frame.
+  Specify the interframe or interpacket gap.

+ Append a frame check sequence to an individual frame or all transmit
frames.

+ Insert a symbol error in an individual frame or in all frames.

To edit a queue entry:

1. From the Transmit Queue Setup dialog box, select the queue entry that you
want to edit.

The queue enltry that you selected is highlighted, and the options for the
selected queue entry are displayed in the Queue Entry Edits box.

2. Inthe Queue Entry Edits box, specify the new queue entry options.

The queue eniry options that you selected are displayed in the Queue
Entry Edits box,

3. Click Accept.

The queue eniry options that you seiected are accepted and displayed in
the queue list.

«  If you click OK without clicking Accept first, the queue entry options that you
selected are not accepted, and are not displayed in the gueue list.

*  To activate the accepted queue entry options, you must click OK to return to
the Transmit Screen. If you are currently transmitting frames, you must stop
and restart frame transmission to apply the new setup changes.

8.10.4.1.Selecting the Frame Number

You can select the queue entry frame number in the Frame box of the Queue
Entry Edits options, on the Transmit Queue Setup dialog box (Figure 8-6). The
frame number is entered in decimal format and must maich one of the frame
numbers already selected for the gueue on the Transmit Screen.
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To select the frame number:

1. From the Transmit Queue Setup dialog box, select the queue entry that you
want to edit.

The queue entry that you selected is highlighted, and the options for the
selected queue entry are displayed in the Queue Entry Edits box.

2. Inthe Frame box of the Queue Entry Edits options, enter the new number
of the frame.

The decimal number that you entered is displayed in the Frame box.
3. Click Accept.

if the frame number that you selected is a valid frame number (thatis, itis
selected for the queue on the Transmit Screen), the frame number is
accepted, and it is displayed in the queue list.

»  If you click OK without clicking Accept first, the queus entry options that you
selected are not accepted, and are not displayed in the queue list.

«  To activate the accepted queue entry options, you must click OK to return to
the Transmit Screen. If you are currently transmitting frames, you must stop
and restart frame transmission to apply the new setup changes.

8.10.4.2.Selecting the Repeat Count

You can select the number of times to repeat transmission of the frame by
specifying a number in the Repeats box of the Queue Entry Edits options, on
the Transmit Queue Setup dialog box (Figure 8-6). The repeat count is entered
in decimal format. '

You can repeat a frame up to 1000 times if the frame is the only queue entry.
The transmit queue can support a total of 1000 entries, which includes an entry
for every frame and for each of its repeat counts.

To select the repeat count:

1. From the Transmit Queue Setup dialog box, select the queue entry that you
want to edit. .

The queue entry that you selected is highlighted, and the options for the
selected queue entry are displayed in the Queue Entry Edits box.

2. inthe Repeats box of the Queue Eniry Edits options, enter the number of
times you want to repeat transmission of the frame.

The decimal number that you entered is displayed in the Repeats box. The
default selectionis 1.
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3. Click Accept.

If the frame number that you selected is a valid frame number (that is, it is
selected for the queue on the Transmit Screen), the frame number is
accepted, and it is displayed in the queue list.

+  Hyou click QK without clicking Accept first, the queue entry options that you
selected are not accepted, and are not displayed in the queue list.

+ To activate the accepted queue entry options, you must click OK to return to
the Transmit Screen. If you are currently transmiiting frames, you must stop
and restart frame transmission to apply the new setup changes.

8.10.4.3.Selecting the interfrarme Gap
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You can select the number of 100-nanosecond interframe gap units for
100Base-T {1-microsecond units for 10Base-T) to be transmitted between
frames, in the Interframe Gap box of the Queue Entry Edits options on the
Transmit Queue Setup dialog box {Figure 8-6).

The interframe gap is entered in decimal format, and can be between 12 and
65547, which is equivalent to 1.2 microseconds up to 6.5547 milliseconds for
100Base-T {12 microseconds up to 63.5547 milliseconds for 10Base-T). Very
short frames (less than 20 bytes) with a minimum interframe gap of 1.2
microseconds cannot be transmitted reliably in continuous mode.

The Interframe Gap option is not used when transmitting frames in Flood mode.

For more information about Flood mode, see section 8,14 "Transmitting Frames
in Flood Mode.”

To select the interframe gap:

1. From the Transmit Queue Setup dialog box, select the queue entry that you
want {o edit.

The queue entry that you selected is highlighted, and the options for the
selected queue entry are displayed in the Queue Entry Edits box.

2. Inthe Interframe Gap box of the Queue Entry Edits options, enter the
number of 100-nanosecond units (for 100Base-T) or 1-microsecond units
(for 10Base-T) to be transmitted between frames.

The decimal number that you entered is displayed in the Interframe Gap
box. The default selection is 12, which is equivalent to 1.2 microseconds
(100Base-T) or 12 microseconds (10Base-T).
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3. Click Accept.

If the frame number that you selected is a valid frame number (that is, it is
selected for the queue on the Transmit Screen), the frame number is
accepted, and itis displayed in the queue list.

+  {f you click OK without clicking Accept firsi, the gueue entry options that you
selected are not accepted, and are not displayed in the queue list.

+  To activate the accepted queue entry options, you must click OK 1o return to
the Transmit Screen. i you are currently transmitting frames, you must stop
and restart frame transmission to apply the new setup changes.

+  |f you want to specify a percent utilization for transmission instead of the
interframe gap, use the Utilization transmit mode option on the Transmit
Screen.

8.10.4.4.Appending a Frame Check Sequence

You can append a frame check sequence to an individual transmit frame, or
specify a frame chack sequence to be appended to all transmit frames using the
Globat Append FCS option on the Transmit Queue Setup dialog box (Figure 8-
6). The default option is to append an FCS to all transmit frames. You can
remove the FCS field from all transmit frames by choosing the No button in the
Global Append FCS option.

The originat FCS of an imported capture frame is copied by the analyzer but is
not used by default. Since appending an FCS is the default option in the
analyzer's transmit queue setup, the imported frame has a new FCS generated
by the analyzer. If you want to use the original FCS of the imported capture
frame, increase the frame size by 4 bytes on the Transmit Frame Setup dialog
box and then clear the Append FCS option for the frame on the Transmit Queue
Setup dialog box.

To append a frame check sequence to an individual transmit frame:

1. From the Transmit Queue Setup dialog box, select the queue eniry t¢ which
you want to add the FCS.

The queue entry that you selected is highlighted, and the options for the
selected queue entry are displayed in the Queue Entry Edits box.

2. Select Yes for the Append FCS option, and choose the Accept bution.

A frame check sequence will be added to the frame that you selected and
Yes is displayed beside the frame in the queus list.
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If you click OK without clicking Accept first, the queue entry options that you
selected are not accepted, and are not displayed in the queus list.

To append/remove a frame check sequence for all transmit frames:

*»  To append an FCS for all transmit frames, choose the Yes button in the
Global Append FCS option,

A frame check sequence will be added to all frames in the transmit queus,

and Yes is displayed in the Append FCS column for all frames in the queue
list.

*  Toremove an FCS for all transmit frames, choose the No button in the
Global Append FCS option.

A frame check sequence will be removed from all frames in the transmit
queue, and No is displayed in the Append FCS column for all frames in the
queue list.

To activate the accepted queue entry options, you must click OK to return to the
Transmit Screen. If you are currently transmitting frames, you must stop and
restart frame transmission to apply the new setup changes.

8.10.4.5.Inserting a Symbol Error
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You can insert & symbol error for an individual transmit frame, or specify thata
symbol error be inserted for all transmit frames using the Symbol Error option
an the Transmit Queue Setup dialog box (Figure 8-6). You can remove the
symbol error from all transmit frames by clicking No for Symiboi Error in the
Giobal Edits box. The default option is to not insert symbol errors for any
transmit frames.

To insert a symbol error in an individual transmit frame:

1. From the Transmit Queue Setup dialog box, select the queue entry to which
you want to add the symbol error.

The queue entry that you selected is highlighted, and the options for the
selected queue entry are displayed in the Queue Entry Edits box.

2. Select Yes for the Symbeol Error option, and click Accept.

A symbol error will be inserted to the frame that you selected, and Yes is
displayed beside the frame in the queus list.

If you click OK without clicking Aecept first, the queue eniry options that you
selected are not accepted, and are not displayed in the queue list.
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To insert/remove a symbol error for all transmit frames:

»  Toinsert a symbol error in all transmit frames, click Yes in the Global Edits
Symbol Error option.

A symbol error will be added 1o all frames in the transmit queue, and Yes is
displayed in the Symbol Error column for alfl frames in the queue Hist.

+ To remove symbol errors for all transmit frames, click No in the Global
Edits Symbol Error option.

Symbol errors will be removed from all frames in the transmit queue, and
No is displayed in the Symbol Error column for all frames in the queue list.

To activate the accepted queue entry options, you must click OK to return to the
Transmit Screen. If you are currently transmitiing frames, you must stop and
restart frame transmission to apply the new setup changes.

8.10.4.6.Selecting the Defer Time

Using the Defer Time option on the Transmit Queue Setup dialog box, you can
specify the number of byte times that the analyzer’s transmitter waits before
transmission of a frame due to Carrier Sense Detect. When transmitting frames
in Flood mode, you can alsc use the defer time to achieve smaller gaps
between frames {down to 480 nanoseconds) than you can with the Interframe
Gap cption in normal transmission mode.

The valid entries for the defer byte fime are between 6 and 133 byte times, 12 is
the default value.

To select the transmit defer time:

1. Under Global Edits on the Transmit Queue Setup dialog box, enter a value
between 6 and 133 in the Defer Time edit box.

The default value is 12 byte times.
2. Click Accept.

The queue entry options that you selected are accepted and displayed in
the queue list.
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8.11.

8-28

Setting Up the Transmit Method

You can use the Transmit Method Setup dialeg box {Figure 8-7) to specify the
number of times to repeat transmission of the entire fransmit queue. You can
transmit the queue one time, repeat fransmission of the queue for a period of
9999 seconds, repeat transmission of the queue up to 255 times, or continuously
repeat transmission of the queue,

If you do not specify a transmit method option, the defauit option (Single) is
selected, and the queue is transmitted one time.

Tranzmit Method Setup
- Fransmit Mebthod e

fg ﬁ:ﬁingle {7ggpetitiens

i

: £ Coptinuous 1 Seconds

Figure 8-7. Transmit Method Setup diaiog box

To set up the transmit method:
1. In the Transmit Control box on the Transmit Screen, click Method.
The Transmit Method Setup dialog box is displayed.
2. Do ane of the following:
s To transmit the queue one time only, choose the Single option.
This is the default selection.

+  To transmit the queue repeatedly without stopping, choose the
Continuous option.

*  To transmit the queue a certain number of times, choose the
Repetitions option and enter a decimal value between 1 and 255 in
the option box.

+  To transmit the queue for a certain period of ime ({in seconds}), choose
the Seconds option and enter a decimal value between 1 and 9999 in
the option box.

3. Click OK.

The dialog box option that you selected is accepted, and you returmn to the
Transmit Screen.




DominoFE Interface Guide Transmitting Network Traffic

4. If you are currently transmitting frames, you must stop and restart frame
transmission to apply the new setup changes.

8.12. Setting Up the Transmit Mode

Use the Transmit Mode options on the Transmit Screen to specify the method
used to set up the frames for transmission and determine the expected transmit
utilization percentage.

You can specify one of the foilowing two transmit modes:

+«  Queue—Seiect this option and click Q Setup to modify the order of frames
to be transmitted in the queue, specify interframe gap options, repeat the
transmission of a particular frame for a specified number of times, or
indicate FCS preferences.

= Utilization—Select this option o transmit the selected frames in the buffer
according to a specific percentage of network utilization. The analyzer
automatically determines the corresponding interframe gap for the seiected
frames and reports the utilization in the Expected Tx Util field.

if you want to transmit frames by a specific utilization percentage, and you also
want to modify some of the queue setup options, be sure to set up the queue
options first. Then select the Utilization transmit mode option on the Transmit
Screen when you are ready to transmit frames.

8.12.1. Transmitting Frames by Percent Utilization

Use the Utilization transmit mode option on the Transmit Screen to specify a
bandwidth percentage that you want to transmit onto the network. The analyzer
automatically calculates the corresponding interframe gap for the frames that
you selected in the transmit buffer and shows the expected ufilization value in
the Expected Tx Util fieid.
To transmit frames by percent ulilization:
1.  Under Transmit Mode on the Transmit Screen, select Utilization.

The default selection is 100% utilization.

2. Inthe edit box, specify an integer value up to 100 for the percent utilization
that you want to transmit.

if you want to transmit frames by a specific utilization percentage, and you also
want to modify some of the queue setup options, be sure to set up the queue
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8.13.
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options first. Then select the Utilization transmit mode option on the Transmit
Screen when you are ready to transmit frames.

Starting and Stopping Frame Transmission

You can use the Start/Stop button in the Transmit Controf box on the Transmit
Screen to begin or end transmission of the frames in the transmit queue. When
you click Start, frames are transmitted from the queue, according to the options
specified in the Transmit Queue Setup dialog box and the Transmit Method
Setup dialog box. If you have not specified any options in either the Transmit
Queue or Transmit Method setup dialog boxes, the frames selected on the
Transmit Screen are fransmitied according to the default setup options.

To start frame transmission:

1. Be sure that the analyzer is configured for the Emulate connection mode.

You choose the connection type on the Fast Ethernet Main Setup dialog
box.

2. From the Transmit Screen, be sure frames have been seiected for the
transmit buffer and queue.

The selected frames for the transmit buffer and queue are checked in the

box beside the frame. The Start button is enabled in the Transmit Control
box.

3. Inthe Transmit Control box, click Start.

Entries in the transmit gueue begin transmission according 1o the options
selected in the Transmit Queue Setup and Transmit Method Setup dialog
boxes. The Start button becomes a Stop button, which aflows you to end
active frame fransmission.

To stop frame transmission:

+  While the queue is transmitting, click 8top in the Transmit Control box on
the Transmit Screen.

Transmission of the queue is ended, and the frames that were selected for
the transmit queue remain selected.

The Start button is disabled if there are no frames selected for the transmit

queue. The analyzer must be configured for Emulate in order to transmit
frames.
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8.14. Transmitting Frames in Flood Mode

You can use the transmit Flood mode in the DominoFE interface to perform
benchmark testing or stress testing on your network. Flood mode is an
alternative way to transmit frames from the DominoFE interface. it makes use of
the Defer Time option to allow you to stream frames onto the network with much
smaller gaps (down to 480 nanoseconds) between frames than you otherwise
could achieve using normal frame transmission and the interframe Gap option.
The Interframe Gap option is not used when flooding frames,

However, if a late collision is expetienced during frame transmission in Flood
mode, it may take several frames before the DominoFE interface can re-
synchronize to transmit additional frames completely. The collided frame and
one or two additionat frames may be transmitted with unexpected results after a
late collision has occurred. Therefore, if you have a network where late collisions
ocour, you may want to avoid transmitting frames in Flood mode.

Flood mode transmission is initiated by using the Flood button on the Transenit
Screen, rather than the Start button, which begins normat frame transmission of
the frames in the transmit queue.

To transmit frames in flood mode:

1. Be sure the analyzer is setup for an Emulate connection mode.

The connection mode is selected on the Fast Ethernet Main Setup dialog
box.

2. From the Transmit Screen, be sure frames have been selected for the
transmit buffer and queue.

The selected frames for the transmit buffer and queue contain an "X" in the
hox beside the frame. The Start button is enabled in the Transmit Control
box.

3. From the Transmit Queue Setup dialog box, be sure the Defer Time option
is set to the desired value.

The default Defer Time is 12 byte times, or 860 nanoseconds. (960
mictoseconds for 100Base-T, or 9.6 microseconds for 10Base-T.}

4. In the Transmit Control box on the Transmit Screen, click Flood.

Entries in the transmit queue begin transmission according to the options
selected in the Transmit Queue Setup and Transmit Method Setup dialog
boxes. ’
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8.14.1. Testing Maximum Network Load

8.15.

You can set up the DominoFk transmit interface 1o test 100% network load by
specifying 12 byte fimes (960 nanoseconds, which is .960 microseconds for
100Base-T and 9.6 microseconds for 10Base-T) for the Defer Time option
(default} and continuously transmitting frames in Flood mode.

To test the network under maximum load:

1. Be sure the 100Base-T interface is set up for an Emulate connection mode.

- The connection mode is selected on the Fast Ethernet Main Setup dialog
box.

2. From the Transmit Screen, be sure frames have been selected for the
transmit buffer and queue.

The selected frames for the transmit buffer and queue contain an *X" in the
box beside the frame. The Start button is enabled in the Transmit Control
box.

3. From the Transmit Queue Setup dialog box, specify 12 for the Defer Time
option.

The default Defer Time is 12 byte times, or 9680 nanoseconds (.960
microseconds for 100Base-T, or 9.6 microseconds for 10Base-T.}

4. From the Transmit Screen, click Methed.
The Transmit Method Setup dialog box is displayed.
Select Continuous.
in the Transmit Control box on the Transmit Screen, click Ficod.

The frames selected in the fransmit queue begin transmission repeatedly
accarding to the options specified in the Transmit Queue Setup dialog box,
until you click Stop.

Saving the Transmission File

Save the transmit frames, gueue setup, and transmit method options using the
Save button on the Transmit Screen. The options are saved to a default file
called TRANSMIT.BTX, which is stored in the root directory for the
corresponding analyzer number, such as CA\DOMINO\DOMX. So, the transmit
file for Domino analyzer number two is found in CADOMINO\DOMZ, You can
save one transmit file for each DominoFE analyzer.

If you do not save the transmit frames and options, the dialog box selections are
lost when you exit the Transmit Screen from Real Time.
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To save the transmission file:
+ Inthe Tx Cfg box on the Transmit Screen, click Save.

The transmit frames and queue and transmit method setup options are
saved to the TRANSMIT.BTX file.
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9. Analyzing Network Traffic and Status

9.1. Capturing Network Traffic

You can use the Capture command in the Workbench menu on the Workbench
screen, or the Capture task button on the Workbench screen, to save network
traffic in a capture file and display the Real Time screen. From the Real Time
screen, you can access the Examine screen, which allows you to examine the
contents of the capture buffer.

The DominoFE analyzer continuously receives network traffic (subject to any
filters and triggers that you may have defined) into its 16 MB capture buffer at full
line rates. During real-time analysis, the analyzer passes a portion of the network
data to the PG for protocol decoding (for example, in the Hexadecimal Trace
window).

9.2. Capturing Traffic to Your Computer's Disk

When you capture an amount of traffic that you expect will exceed the capacity
of the RAM buffer, you can set up the system so that it automatically performs a
capture, saves the capiured traffic to your computer's disk, and repeats the
process. You can specify how and when you want the process to start and 1o
repeat. The cycle of automatic capturing, saving, and repeating can begin:

= Each time the Domino capture buifer is filled to a specified level
« At a specified time, repeating at specified intervals
s Each time a specified trigger ocours during a specified interval

The Capture to Disk feaiure is one of the options available in Advanced Setup
(Figure 9-1).
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Figure 9-1. Advanced Setup screen

To repeat captures to your disk automatically:

1. On the Workbench screen, click the Setup button next to the name of the
analyzer from which you want fo capture traffic.

On the Fast Ethernet Main Setup dialog box, click Advanced.

in the Advanced Setup dialog box, click the RAM/Disk Capture tab.
Select Enable Capture to Disk; then click Configure Capture 1o Disk.
The Configure Capture to Disk dialog box appears {Figure 8-2).
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Figure 9-2. Configure Capture to Disk dialog box
Under Mode, take one of the following actions:

»  To save captured data and clear the Domino capture buffer each time
that a trigger condition is met, click Save on Trigger. {This option is
avaiiable for FastEthernet, HSSI, and Gigabit interfaces only.)

To learn how to set up a trigger, see, 6.2, “Setting up Filtering and
Triggering.”

«  To save captured data each time the Domino capture buffer is filled to
a certain limit, click Save When Percent Full. Under Parameters,
specify the point at which you want fo initiate the save action (in terms
of the percent of the buffer to be filled.)

«  To save a specified percentage of the RAM buffer at regular intervals,
click Save on Timer. Under Parameters, use Timeout to specify how
often you want to save the captured data (in minutes). Use

Percentage to specify how much of the traffic in the buffer to save
each time,

Fo limit the interval in which the capturing and saving process occurs,
specify the dates and times under Start and Stop.

Under File, type a name in the Filename Prefix box. (Click the button to
browse to the directory that you want.)

With sach successive data capture, a new number is appended to the
filename prafix.

Click OK.

You return to the Advanced Setup dialog box. The process that you have
set up will be activated when you start the analyzer.
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9.3.  Limiting the Amount of Capture Data that is Saved to Disk

When you set up the Domino system to save captured data to your disk
repeatedly, the amount of data that is saved can grow very large. To preserve

space on your disk, you can set limits on the total amount of capture data that is
saved.

To limit the total amount of capture data:
1. Inthe Configure Capture to Disk dialog box, click Data Size.

The Data Size dialog box appears, which displays the amount of disk space
that is available on your disk.

2. Take one or both of the following actions:

=  To limit the amount of data to be saved to you disk, specify a maximum
amount in Max Data Size.

+  To limit the amount of disk space to be used, specify a minimum

amount of your disk space to keep available in Min Available Disk
Space

3. Click OK to return to the Configure Capture to Disk dialog box.

9.4. Examining Network Traffic

You can use the Examine command to analyze captured network traffic.
Examine is the Domino application that enables you to review and analyze
network traffic. For detailed information about using Examine, see the Domino
Operating Guide or online Help.

To examine network traffic:

1. From the Real Time screen menu bar, choose the Control menu.
The Control menu is displayed.

2. Choose the Examine command.

A confirmation box is displayed. Click Examine to continue. After the

contents of the capture buffer are prepared, the Examine screen is
displayed.

9.5. Monitoring Collisions

You can monitor a number of collision statistics with the DominoFE interface
using the statistics windows. The DominoFE interface keeps track of collisions in
several ways:
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it monitors carrier sense {CRS) on the network and counts coliisions when
CHS activates and inactivates within a preamble collision window for
network frames received by the DominoFE interface. For a description of
the preamble collision window, see the Glossary.

The network coliision statistic can be monitored by locking at the Collisions
statistic under the BX column on the Detailed Network Statistics window.

it monitors collisions in which the DominoFE interface is directly involved
that occur during an attempt to transmit network frames — these are called
transmit collisions, Statistics are also maintained to track late or excess
transmit collisions.

The transmit collision statistics can be monitored by looking at the
transmitter Collisions statistic on the Network Status window, and the
Excess Collisions and Late Collisions statistics on the Error Statistics
window. You can also monitor the COLLISION front panel LED indicator to
see when transmit collisions are occurring.

it monitors collision fragments, which are processed network frames that
are less than 64 bytes with a bad FCS.

Collision Fragments can be monitored by looking at the Collision Frag
statistic under Runt/Short Event on the Detaited Capture Statistics
window.

You can obtain descriptions of each of the statistics oniine while viewing the
different results windows by pressing F1 to open the Help.

9.6. Monitoring Link Status

You can use the Network Status window, Events window, and the front panel
LED indicators to monitor the status of the DominoFE analyzer's network links,

The Events window (Figure 9-1) indicates when auto-negotiation has completed
and the link has been successfully established. A failed network link can be
detected when the Link LED is off, or by the Link Failed event on the Events
window.
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Figure 9-3. Events window

The Network Status window shows how the line is currently configured, including
the connection mode, network speed, and duplex mode. You can also use the
Network Status window and the TX/RX LED indicators to determine the activity
of the network transmitier and receiver on the DominoFE interface.
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Figure 9-4. Network Status window

For more information about the LED indicators, see Section 9.7, “Using the LED
indicators 1o Determine Network Status,” and Section 3.2, “Front Panel LED
Indicators” in chapter 3. For detailed information about the DominoFE interface
results windows, refer to the Help by pressing F1 while displaying the window.
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9.7. Monitoring Network Traffic

You can use the Monitor command in the Workbench menu on the Workbench
screen, or the Monitor task button on the Workbench screen to display the Real
Time screen.

From the Real Time screen, you can display network statistics or you can
transmit frames, if the analyzer is configured for an Emulate Connection mode.
In the Monitor application, certain network statistics, such as Station Statistics,
Frame Size, and Protocol Statistics, are sampled from the network receiver. So,
these statistics might not initially reflect the actual network environment.
Howsever, over ionger periods of time, the relative percentages of these statistics
mote closely reflect the actual representation on the network.

When you display network statistics using the Monitor application, you should
interpret these statistics accordingly.

The Monitor button does not have any relationship with the Monitor connection
type, an option that is set on the Fast Ethernet Main Setup dialog box. When
you choose the Monitor task button, the Real Time screen is displayed using
the last interface setup that was saved.

Pass-Through Monitoring

You can set up the DominoFE analyzer as a pass-through monitor using Port 1
and Port 2 to connect between two network devices. When performing dual
monitoring on the network, auto-negotiation is not supported, The analyzer
receives network traffic on each port.

When analyzing statistics while you are connected for pass-through monitoring,
you need to understand how the network device connections are made to the
DominoFE analyzer, (especially when using a cross-over cable) and their
refationship o the analyzer's receivers. An MDI port transmits data on Pins 1
and 2 and an MDIX port transmits data on Pins 3 and 6.

When the analyzer is set up for pass-through monitoring, it is important to
remember the following:

*  Receiver 1 (Rx1) on the analyzer's Port 1 (or MD{) always monitors the data
that is being transmitted on Pins 3 and 6, regardless of which device is
doing the transmitting.

»  Receiver 2 (Rx2) on the analyzer's Port 2 {or MDIX) always monitors the
data that is being transmitted on Pins 1 and 2, regardless of which device is
doing the transmitting.

For more information about connecting to the network, see Chapter 3
“Connecting o the Network.”
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9.8.

9.9.

9.10.

9-8

Monitoring Network Utilization

You can use the nefwork statistics results windows and the front panel LED
indicators to monitor utilization and frame rates on the network. For a graphical
representation of the network utilization (perhaps plotted simultaneously with
network frame rates) you can use the Histograph window.

The Network Status window displays values for the current network and transmit
utilization. The Detailed Network and Detailed Capture Statistics windows
provide current, peak, and average utilization for the DominoFE interface
transmitter and receiver.

The LED indicators indicate the current network utilization {% Utilization on the
DA-362 analyzer) or network frame rates {frames/sec on the DA-350 analyzer).
For more information about the LED Indicators, see Section 3.2, “Front Panel
LED Indicators” in the “Connecting to the Network” chapter. For detailed
information about the DominoFE analyzer statistics windows, refer o the Help by
pressing F1 while displaying the window.

Using the LED Indicators to Determine Network Status

The LED indicators can be used in combination with several of the DominoFE
results windows fo provide an effective means of monitoring network conditions,
{The LED indicators are not intended for use when connected for Ml emulation).

You can use the front panel LED indicaiors to monitor:

+  Whether a successful network link is established.

*  The presence or absence of fransmit and receive activity on the line,
+  Connection and duplex mode of operation.

+  Presence of transmit collisions.

= Current network utilization or frame rates.

For a description of the LED indicators, see Section 3.2, “Front Panel LED
Indicators” in the “Connecting to the Network” chapter.

Viewing Network Traffic and Statistics

This section describes how 1o view the network traffic and statistics windows that
are specific to the DominoFE interface. There are many other results windows
and features that are part of the overall Dominc Core software, whose details are
not provided in this book. For more information about the Domino Core statistics
windows, see the Domino Operating Guide.
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9.10.1. Opening Results Windows

You can open the DominoFE interface results windows when you run an
application from the Workbench screen. The results windows show network
traffic, status, and statistics for the DominoFE interface.

The interface-specific network results windows are opened by choosing
commands on the Interface menu, or by selecting a DominoFE Real Time
Toalbar button. Other results windows, such as the Hexadecimal Trace window
and Protocol Summary window, are a standard part of the Domino Core
software, and are available for all of the network interfaces. The Domino Core
results windows can be opened from other areas of the menu bar and toolbar.

To open results windows:

1. From the menu bar on the Real Time screen, choose the Interface
command.

The Interface menu is displayed.
2. Choose a command from the menu or sub-menu.

The results window that you selected is displayed.

[ 2

You can use the buttons on the DominoFE Real Time Toolbar to quickly open
the DominoFE interface results windows.

Results Window Descriptions

The DominofE interface consists of eight interface-specific resuits windows. The
table below provides a brief description of each results window. For detailed
information about the DominoFE interface results windows and dialog boxes,
refer to the interface Help by pressing F1 while displaying the window.

Window Name Description

Detailed Capture Statistics | Displays comprehensive statistics for frames
captured by the DominoFE analyzer. The
statistics are shown categorized by receiver and
transmitter ports, and by cumulative total.

Detailed Network Statistics | Displays comprehensive network statistics on
valid frames, frame rates, network utilization,
and average frame size for frames received by
the analyzer before filtering and capturing are
performed. The statistics are shown categorized
by receiver and transmitter ports, and hy

cumuiative total.

99
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Error Statistics

Provides comprehensive error statistics on
frames transmitted and received by the analyzer,
The statistics are shown categorized by receiver
and transmitter poris.

Fvenis

Displays tracked events from the Events buffer,
which can store up to 500 events at a time. The
Events window allows vou to select the type of
events to be viewed.

Histograph

Bisplays a histograph of up to four recorded
statistics from the history buffer for the duration
of a test. The vertical axis represents the unit of
measure as a percentage or rate of the statistics.
The horizontal axis represents time.

MIl Registers

Displays the values of 32 registers for an
addressable device connected to the DominoFE
interface Mil connector, or for the transmit
device on the DominoFE interface when the Mii
connector is not in use.

Network Status

Displays summary network, transmit, and
caplure statistics, link status, and status of the
capture buffer on the DominoFE analyzer.
Additional statistics are shown on the detailed
statistics windows. Additional error statistics are
provided on the Error Statistics window.

Table 9-1. Results window descriptions
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9.11.1. Setting Up the Histograph Window
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Figure 9-5. Histograph window

You can open the Histograph window (Figure 9-3) o graphically represent the
statistics tracked in the history buffer over time. The Histograph window can plot
1024 sampies of up to four statistics at a time, which can be viewed using the
scroll box or scroll arrows at the bottom of the dispiay. A jegend at the top of the
display identifies each statistic that you selected with a patterned box and a
colored line.

To display a graph of statistics in the Histograph window, you must first select
statistics to be displayed from the history buffer using the Histograph Setup
dialog box (Figure 9-4). You can use the Histograph Setup dialog box to select
up to four statistics at one time 1o be tracked in the history buffer and displayed
in the Histograph window. You can also specify the scale and the sampling
interval to be used for the statistics that you selected.
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Figure 8-8. Histograph Setup dialog box

There are two different scale options: Utilization and Frame Rate. These scales
are associated with the two types of statistics that can be tracked. For each of
the scale options, you can specify automatic scaling, or manually specify the
maximum value for the vertical axis. The sampling interval specifies how
frequently the tracked statistics are to be sampled. You can select an interval
between 1 {default) and 30 seconds.

You can display the Histograph Setup dialog box from the Fast Ethernet Main
Setup dialog box by choosing the Histograph button, or by choosing the Setup
button on the Histograph window.

If you have not performed an initial histograph setup duting the current real time
sesgsion, you can aiso display the Histograph Setup dialog box on the Real Time
screen, either by choosing the Ml toolbar button or by choosing the Histograph
command on the Interface menu. Otherwise, the toolbar button and command
display the Histograph window using the current setup.
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To set up the Histograph window:
1. Do one of the following:
. From the Fast Ethernet Main Setup dialog box, click Histograph,
The Histograph Setup dialog box is displayed.
. FFrom the Real Time screen, do one of the following:
+ Choose the Histograph command on the Interface menu.
The Histograph Setup dialog box is displayed.
+ Click the Hi toolbar button.
The Histograph Setup dialog box is displayed.
2. Under Receive and Transmit, select the statistics that you want to graph.

The statistics that you selected contain a checkmark in the checkbox, and
the corresponding scale options are enabled.

3. Under Graph Scales, select the scale divisions you want to use for the
vertical axis.

The histograph will display the vertical axis divisions according to the scale
that you specified. Auto Scale is the default sefection.

4. Under Sampling interval, use the spin buttons to select the interval at
which to sample the selected statistics.

The number of seconds that you selected is displayed. One second is the
default selection.

5. Click OK.

*  |f you accessed the Histograph Setup dialog box from the Real Time
screen, the Histograph window is displayed, plotting the statistics in
real time.

«  |f you accessed the Histograph Setup dialog box from the Launch Pad
screen or Create Application screen, you return to the Fast Ethernet
Main Setup dialog box.

The sampling interval option is not available when accessing the Histograph
Setup dialog box directly from the Histograph window.
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9.11.1.1.Selecting or Clearing a Histograph Statistic
On the Histograph Setup dialog box, you can select up to four statistics 1o be
displayed in the Histograph window.
You can select Receive and Transmit utilization and rate statistics for display. A
checkbox next to each statistic specifies whether or not the statistic is selected.
To select or clear a histograph statistic:
1. From the Mistograph Setup dialog box, do one of the foliowing:

. If the checkbox beside the statistic is empty, select the checkbox to
enable the statistic for tracking.

A checkmark is displayed in the checkbox beside the statistic that you
selacted.

. If a checkmark is displayed in the checkbox beside the statistic, select
the checkbox fo disable the statistic for tracking.

The checkrmark is removed from the checkbox of the statistic that you
selected.

2. Click OK.

The dialog box optiens that you selected are accepted and the Histograph
window Is displayed.

9.11.1.2.Selecting the Histograph Sampling Interval

You can select how frequently the selected tracked statistics are sampled using
the Sampling Interval option on the Histograph Setup dialog box. You can
specify a period of 1 second (default) to 30 seconds between sampling times.
To select the sampling interval:

1. Inthe Sampling interval box, use the spin butions to select the interval at
which 1o sample the selected statistics.

The number of seconds that you selected is displayed. One second is the
default selection.

2. Click OK.

The dialog box options that you selected are accepted, and the Histograph
window is displayed.

9-14




DominoFE Interface Guide Analyzing Network Traffic and Status

The sampling interval option is not available when accessing the Histograph
Setup dialog box directly from the Histograph window.

9.11.1.3.Selecting the Histograph Scales

There are two types of scale options that can be defined in the Histograph Setup
dialog box for the divisions on the vertical axis of the histograph: Utilization and
Frame Rate. These scale options correspond to the different units of measure
associated with the available fracked statistics, which can be measured by
percent utilization or as a rate, in frames per second.

When you select a histograph statistic, the corresponding scale option is enabled
for you to specify the range of the vertical axis. For each type of scale option,
you can either select the Auto option, or manually specify a number using the
spin buttons, Auto scaling is the default selection.

The specified scale applies to all statistics of that type. When more than one
scale ks enabled for the histograph, the scales are displayed on either side of the
graph on the Histograph window.

Enabling or Disabling the Auto Scale

Automatic scaling dynamically adjusts the maximum range of the vertical axis
according to the range of statistics displayed. When automatic scaling is
disabled, the spin buttons are enabled allowing you to manually specify the
maximum vatue for the vertical axis unit of measure. Auto is the default
setection.

To enable or disable the auto scale:

¢ Inthe Graph Scales box on the Histograph Setup dialog box, do one of the
following:

. If the Manual option is selected, select Auto to enable automatic
scaling.

The Auto option is selected, or zero is specified for the Manual option.
The Manual option is disabled. :

»  [fthe Auto option is selected, select Manual to disable automatic
scaling.

The Manual option is selected, and the spin buttons are enabled. The
Auto opiion is disabled.
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Manually Selecting the Histograph Scale

When the Auto option is disabled, you can manually select the scale range for
the vertical axis of the histograph using the spin buttons or editing a value
directly in the option box. The vertical scale divisions are adjusted according to
the value that you selected,

To manually select the histograph scales:

1. Under Graph Scales on the Histograph Setup dialog box, select the
Manual option.

The Manual option is selected, and the Auto option is disabled. The spin
buttons are enabled for manual selection of the vertical scale.

2. Do one of the following:

= Choose the up or down spin button to increase or decrease the
maximum vertical scale value,

The maximum range of the vertical scale on the histograph is set
according to the value that you selected.

= Enter the value that you want for the vertical scaie directly in the option
box.

The maximum range of the vertical scale on the histograph Is set
according to the vaiue that you selected.

3. Click OK.

The Histograph window is displayed, and the number that you selected is
displayed at the top of the vertical axis. The scale divisions are adjusted
evenly between zero and the number that you selected.

Specifying a manual value of zero automatically selects auto scaling.
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9.11.2. Rebuilding the Events Window

You can change the kinds of events that you want to view in real time on the
Events window, using the Rebuild button. When the rebuitd button is used, the
events buffer is filtered for the currently selected Event Filter Control Panel
buttons. The DominoFE interface continuously collects event data in its Events
buffer, which can store up o 500 events at one time.

To rebuild the Events window:

1. From the Events window, choose the Event Filter Controf Panel butions
for the events that you want to view.

The buttons that you selected appear pressed "in.” You can select all
evenis by choosing the All In button,

2. Click Rebuiid.

The events buffer is screened for the currently selected events, which are
displayed on the Events window.

I I I I I@ Click the EV toolbar button to display the Events window.
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Appendix: DominoFE Real Time Toolbar

Appendix: DominoFE Real Time Toolbar
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The buttons that control the DominoFE interface are displayed on the Real Time
Toolbar, in addition to the standard Real Time butions.

Click
}« Restart

Pause

Network Status

Detailed
Statistics
Events
Histograph

Transmit

Error Statistics

To
Restart the application.

Pause the scrolling of the siatistics windows
and the Events window while continuing to
monitor subsequent network traffic. When you
are finished viewing the traffic, choose the
Pause button again o resume the display of
traffic.

The Pause button does not apply to the
Transmit screen, and it does not work for the
Histograph.

Display the Network Status window.

Display the Detailed Statistics Selection dialog
box.

Display the Events window.

Display the Histograph Setup dialog box for
initiai setup, or the Histograph window.

Display the Transmit Screen.

Display the Error Statistics window.

At
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Click To

Ml Ml Registers Display the MII Registers window.

Hex Trace Display the Hexadecimal Trace window for the
current frame.

To hide or display the Real Time Toolbar, choose Options/View Toolbar from
| I I II the Control menu.
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Glossary

100Base-FX
IEEE 802.3u Physical Layer specification for 100 Mbps Ethernet using two-pair fiber medium.

100Base-T4
IEEE 802.3u Physical Layer specification for 100 Mbps Ethernet using four-pair Category 3, 4,
and 5 UTP or STP media.

100Base-TX
IEEE 802.3u Physical Layer specification for 100 Mbps Ethernet using two-pair Category 5 UTP
medium.

30 sec. avg frame size
The 30-second average frame size is calculated using the equation, (Total frame size) / {Total
frame count). The measurement is calculated over the last 30 seconds. For capliure statistics,
only captured frames are used to calculate the statistic; only transmitted frames are used to
calculate the transmit statistics,

address resolution
A process defined by protocols where corresponding types of network addresses are
determined from a known address. For example, address resolution may be used to determine a
node's hexadecimal address from the symbolic name. Address resolution is used when a
network node has more than one address (hardware and protocol) associated with it.

average frame rate
The average frame rate is reported in frames per second and is calculated since the start of
Real Time using the equation, (Total of frame rate values) / {(Number of samples). For capture
statistics, only captured frame rates are used to calculate the statistic; for transmit statistics, only
transmitted frame rates are used.

bit times
The duration of bits transferred to and from the Media Access Controlier (MAC).

broadcast frames
Network frames that are transmitted to all network stations; such frames all have a destination
address of FF-FF-FF-FF-FF-FF. :

byte fimes
The duration of a byte transferred to and from the Media Access Controller (MAC).

capture buffer
A part of the available Domino RAM set aside for the temporary storage of frames as they are
received from the network.

child setup dialog box
Describes a setup dialog box that is accessed or "born” from a higher level dialog box, which
controls the status of the child setup selections. The Filter/Trigger Setup dialog box is a child
dialog of the Fast Ethernet Main Setup dialog box. The Custom Filter/Trigger Setup dialog box is
a child dialog of the Filter/Trigger Setup dialog box.
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detailed statistics windows
The detailed statistics windows are available from Real Time and include the Detailed Network
Statistics window and the Detailed Capture Statistics window.

dribble
A framing error when extra hits or nibbles create a frame that does not end on an octet
boundary.

excess collision
A transmit collision statistic {on the Error Statistics window) that keeps track of the number of
times that a frame from the DominoFE interface collided 16 times without successful
transmission.

filter

Describes a user-defined set of parameters to be applied to received network data to limit the
type of data to be examined in the capture buffer.

FILTER.FLY
The file name for the default filter/trigger definition file.

filter/trigger child setup dialog box
identifies all of the filter/trigger dialog boxes that are accessed from the Filter/Trigger Setup
dialog box inciuding: Custom Filter/Trigger Setup dialog box, Custom Filter/Trigger Fill Setup
dialog box, import Filter/Triggers dialog box, and Protocol Filter/Trigger Setup dialog box.

flood mode
An alternative way to transmit frames from the DominoFE interface. Fiood mode makes use of
the Defer Time option to allow you to stream frames onto the network with much smaller gaps
{down to 480 nanoseconds) between frames than you otherwise could achieve using normal
frame transmission and the Interframe Gap option. The Interframe Gap option is not used
when flooding frames.

frame rate
The frame rate is reported in frames per second and is calculated using the equation, (Total
frame rate in the last interval) / (interval). The interval is approximately 1 second for capture
statistics, and 0.5 second for network, transmit and receive statistics. For capture statistics, only
captured frame rales are used to calculate the statistic; for transmit statistics, only transmitied
frame rates are used.

full-duplex
A method of data transmission that allows simultaneous transmission and receipt of frames over
the network link.

half-duplex
A method of data transmission that allows either transmission or receipt of frames over the
network link at any one time.

late collision
A collision that occurs after the first 64 bytes of a frame have been transmitted.
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LLC
Logical Link Control. A protocol that was originally defined in the IEEE 802.2 standard and
adopted by 1SO 8802 that describes functionality in the upper sub-layer of the Data Link Layer.
LLC can be used to provide either connection-based or connectioniess services in transferring
data.

MAC
Media Access Control. A protocol for the Data Link Layer of the 0S| model that determines how
a device can access the physical media.

MDI

Media Dependent Interface.

MDIX

Media Dependent Interface {Crossed-Over).

Mil

Media independent interface.

multicast frames
Network frames that are sent to a group of network stations using a group destination address,
which allows multiple stations to lisien to a single address.

network utilization percentage
The actual network load {valid frames) expressed as a percentage of the maximum possible
network foad. In full-duplex mode, because data is transmitted and received simultaneously
{effectively doubling the bandwidth), the utilization percentage can be as high as 200%.

operating mode
Describes one of two ways to set up the DominoFE analyzer: Monitor or Emulate mode.
Monitor mode sets up the analyzer to receive network traffic only. Emulate mode sets up the
analyzer to both receive and transmit network traffic,

packet translation
Describes the process of decoding or interpreting the fields contained in a network frame, or
packet.

parent dialog
Describes the controlling or top-level dialog from which other dialogs (child dialogs) are
accessed; Fast Ethernet Main Setup is a parent dialog.

PCS
Physical Coding Sublayer. Part of the Physical Layer implementation for 100BASE-X Fast
Ethernet devices that is defined at the upper sub-Layer of the Physical Layer Device (PHY)}. The
PCS uses a 4B/5B coding method.

preamble collision window
Describes a period of time used to determine if a network collision has occurred during receipt of
a network frame by the DominoFE interface. Each network frame is analyzed by the DominoFE
interface and carrier sense (CRS) is monitored to determine if a network coliision has occurred
in this time period.  CRS returns anywhere during receipt of the frame preamble, up 1o 8 bytes
past the Start of Frame Delimeter (SFD), then a collision is counted.
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preambile pattern
A pattern indicating the beginning of frame transmission. The standard preamble consisis of a
total of 64 bits, or eight octets. The first seven oclets contain the bit pattern 10101010. The last
octet of the preamble contains the two bits for the start frame delimeter (SFD), with the bit
pattern 10101011,

processed frame
A frame that is copied from the capture buffer and sent {o the PC.

Real Time
The part of the Domino software that monitors network traffic and interfaces with the analyzer
and the network interface. Capture, Monitor, Transmit, and the Toolbox applications run over the
Real Time software and add their own unique features to those availabie from Real Time.

short events
Network frames received by the DominoFE analyzer in less than 84 bit times.

symbol error
A symbol error occurs when an invalid symbol is received by the Physical Layer. The DominoFE
analyzer reports the number of frames containing a symbeol error on the Error Statistics window
when the analyzer is operating at 100 Mbps.

toggle option
An option that is alternatively enabled or disabled when it is selected. A checkmark indicates
that the option is enabled. i the option is currently disabled, selecting it enables the option. If the
option is currently enabled, selecting it disables the option.

transmit buffer
A hardware buffer that stores up to 256 KB of frames that have been selected for transmission
on the Transmit Screen.

transmit collisions
Detected by the DominoFE analyzer when it attempts to transmit a network frame at the same
time another network station is trying to transmit on the network.

transmit queue
A software buffer that contains up to 1000 pointers to reference frames stored in the transmit
buffer. The transmit queue maintains transmission options such as the fransmission order,
repetition of frames, FCS, and interframe gap for frames that have been selected for
transmission.

transmit.btx
The file name for the analyzer's transmit file, which is stored in the PC subdirectory
CADOMINC\DOMx. The extension .BTX distinguishes the DominoFE transmit file from other
interface files. :

trigger
Describes a user-defined set of parameters to be applied to received network data to identify a
network event and capture network data for examination in the capture buffer.

undersized
Network frames received by the DominoFE analyzer that are less than 64 bytes in length, not
including Short Events.
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unicast frames
Network frames that are transmitted to a single neiwork station destination address.

valid frame
A frame that adheres to the IEEE 802.3 Ethernet frame format.

X Values

Values that can be specified in a filter/irigger definition to indicate wildeard bit patterns, or bit -
patterns that can contain any value in order to pass the filterftrigger conditions.
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